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GDPR—EU’s data protection regulation—has two key principles. It recognizes that individuals own and control

their personal (but not contractual) data in perpetuity, leading to three critical privacy rights, i.e., rights to (i) explicit

consent (data opt-in), (ii) be forgotten (data erasure), and (iii) portability (data transfer). It also includes data security

mandates against privacy breaches through unauthorized access. We study GDPR’s equilibrium impact by including

these features in a dynamic two-period model of forward looking firms and consumers Firms collect consumer data for

personalization and price discrimination. Consumers trade off gains from personalization relative to potential losses

from privacy breaches and price discrimination in their purchase, data opt-in, erasure and transfer decisions. Though

data security mandates impose fines on firms for privacy breaches, firms can benefit from higher opt-in rises given

lower breach risk. Surprisingly, data security mandates can hurt consumers. The effect of privacy rights is nuanced.

Since the right to opt-in separates goods exchange from provision of personal data, it prevents market failure under

high breach risk. But it also reduces consumer opt-in and personal data availability. Erasure and portability rights

discipline firms to provide ongoing consumer value by limiting price discrimination, but also reduces the incentive

to offer lower initial prices that encourages opt-in. Overall, privacy rights always benefit consumers in competitive

markets, but can surprisingly hurt consumers under monopoly. They raise (reduce) firm profit and social welfare when

breach risk is high (low). Finally, privacy rights increase profit most at intermediate levels of data transferability.
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1. Introduction

Privacy is a “boundary control mechanism” that allows an individual to negotiate the boundary

between the self and others (Altman 1975). This allows individuals to set their personal privacy

boundary in terms of whom they interact with, how they interact with others, and when and where

these interactions occur taking into account the costs and benefits of such interactions. In the

context of personal data, such a conception of privacy involves control of who, what, when and

where to share data with not just in the present, but also the ability to withdraw consent in the

future. Further, there is the expectation that those with whom data is shared will also protect that

data against access by unauthorized others.1 Though the conceptualization of privacy originated

1 Warren and Brandeis (1890) first defined privacy as the “right to be left alone.” However, the definition is not useful in

the context of data privacy where consumers do want to engage with others. Nissenbaum (2009) provides a contextual

notion of privacy, suggesting that consumer privacy concerns vary across contexts and should be subject to norms,

but context-specific norms are hard to incorporate in regulations. The Altman conceptualization of privacy around

1
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around physical interactions, the ability to store and move personal data electronically independent

of physical presence has given rise to data driven markets making privacy and security concerns

around personal data more salient. The key challenge in designing regulations for consumer data

protection is that while they need to protect consumers from potential harms, they also need to

ensure that consumers and the society can enjoy as much of the potential benefits as possible from

sharing data with others. Otherwise, regulations could simply ban data collection and usage by

firms. The European Union’s General Data Protection Regulation (GDPR) is widely considered

the gold standard on regulations related to personal data protection.2

1.1. Key Features of GDPR

GDPR has two key features related to personal data protection: (i) privacy rights; and (ii) data

security mandates. First, given that individuals have ownership and control over their personal

data in perpetuity, GDPR enshrines key “privacy rights” that allow individuals to exercise ongoing

“boundary control” by requiring explicit and ongoing consent that data collectors should honor. It

is important to distinguish between personal and contractual data. Personal data includes various

forms of browsing, usage and demographic data for which firms require the individual’s consent to

collect and use. But purchase history data is not considered personal data; they are contractual

data, generated as part of contracts willingly entered between consumers and firms. Therefore

they do not require additional consent from the individual.3 Second, data collectors should follow

mandated “data security” standards to protect collected personal data from unauthorized/illegal

privacy breaches by others. Though data security is sometimes thought of as independent of privacy,

it is critically linked to privacy as one cannot honor an individual’s privacy rights if unauthorized

entities gain access; this will violate the individual’s ownership and control of who can have access

individual control over their own data is most amenable for operationalizing data regulation; but the Nissenbaum

norms can help in understanding how consumers perceive privacy costs for different types of data and contexts and

thus predict the differential impact of the regulations on data sharing outcomes in equilibrium.

2 The regulation is the model for many national laws outside EU, including Chile, Japan, Brazil, South Korea,

Argentina and Kenya. California’s CCPA is also closely related.

3 This implies that the standard literature on behavior based pricing using purchase history (contractual) data cannot

offer insights on how privacy regulations that focus on individual consent and opt-in will impact market outcomes.
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and how the data will be used. Thus any data protection regulation should concern itself with both

privacy and data security.

The three most critical “privacy rights” in the context of data driven markets are: (1) right

to explicit consent to opt-in for data collection, (2) right to be forgotten, i.e., data should be

erased upon consumer request, and (3) right to data portability, i.e., data should be transferred to

competitors upon request (Calder 2016 p. 39-43). With explicit consent (opt-in), consumers can

exchange goods without having to exchange personal data—thus goods exchange can be unbundled

from personal data exchange. The right to be forgotten means that even if an individual has

previously opted in, that individual can demand erasure of their data from databases at any time.

Finally, the right to data portability requires that any data about the individual other than those

created by way of doing business with the firm (e.g., sales, revenues from customer) should be

transferred to another business in machine readable format upon the customer’s request.4 The

rights to be forgotten and data portability ensures that consumers continue to control ongoing

usage of the personal data by firms. All data collectors need to honor these privacy rights.

The purpose of regulations like GDPR is to prospectively anticipate and prevent various abuses

and harms that may be possible in the absence of enshrinement of privacy rights, so that they

codify what data can be collected and how they can be used. GDPR’s data security mandates

not only specify how data collectors should process, store and share data to minimize privacy

breaches, but also be proactive in terms of ensuring “privacy by design”. Data collectors not only

should comply with the mandates; the regulation also pins responsibility on them for breaches.5 A

4 For example, in the case of Spotify, not only data given by the user but also that collected as part of doing business

(e.g., history of music they have listened to, what was liked etc.) is portable. (See https://www.spotify.com/us/

privacy) Hence a competing firm who receives the ported data can immediately offer the customized good. We note

however that the infrastructure for data portability currently remains primitive (Kuebler-Wachendorff et al. 2021).

Further, we note that derivative information produced by the firm such as personal recommended lists by Spotify

need not be transferred; the competing firm still needs to possess technology to use the ported data to generate

recommended lists to provide customization.

5 GDPR requires that firms have a data protection officer who will certify compliance, and firms should provide

evidence of such compliance when requested by authorities. Compliance failures on privacy rights and data protection

can lead to massive fines up to e20 million or 4% global revenues of the data collectors. Recently, the UK proposed

large fines on British Airways ($241m) and Marriott ($130m) for data breaches under GDPR regulations.
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key distinction between the requirements to honor privacy rights versus data security mandates is

that while a firm can commit to honor privacy rights, data security measures can reduce privacy

breaches but not fully eliminate it as they are not entirely within the data collector’s control.

1.2. Research Questions

When GDPR went into effect, the conventional wisdom among businesses was almost uniformly

that the restrictions will hurt digital marketers by reducing their ability to target marketing mix

activities in response to specific customer profiles (e.g., Downes 2018; Ghosh 2018). Recent work

however finds that opt-in increased at a European telco after GDPR was introduced (Godinho de

Matos and Adjerid 2020), suggesting that GDPR may help increase data availability. Others argued

that the restrictions will not just hurt firms, but also consumers and overall welfare by depriving

consumers the benefits of effective targeting and personalization of products and services. Empirical

work has shown that privacy based restrictions on targeting have led to a drop in effectiveness of

targeting and drop in the value of targeting services etc. (e.g., Aridor et al. 2020, Goldfarb and

Tucker 2011). Johnson and Shriver (2019) focus on the potential anti-competitive effects of the

regulatory burdens of GDPR by showing that many of the smaller firms exit the market.6 Yet

others argued that while some forms of personalization may help consumers, firms can also use the

customer’s own past behavioral and demographic data to target those with less price sensitivity

with higher prices. Overall, while price discrimination itself may be efficiency enhancing, the ethics

of using their own data to discriminate against individuals with higher prices was seen as a violation

of the customers’ permission for firms to use their data (Acquisti et al. 2016). Finally, many argue

that data collectors should pay individuals for their data, just as any other resource that is mined

for profit (Li et al. 2017). While each of these arguments are true at the margin, how they interact

when consumers and firms make choices to affect equilibrium market outcomes—in terms of data

opt-in, consumer and firm surplus and redistribution of surplus between firms and consumers— is

unclear. Specifically, the paper seeks to answer the following research questions.

6 Campbell et al. (2015) find similar market structure effects for the earlier EU data protection directive.
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1. Data Volume: How do GDPR’s privacy rights and data security impact the overall volume of

data in personal data markets?

2. Consumer Surplus: Does total consumer surplus always increase with GDPR, given its con-

sumer first basis? How does GDPR redistribute surplus between high and low valuation

consumers?

3. Firm profit : Given that GDPR affects firms’ incentives to subsidize consumers to opt-in and

limit potential price discrimination, is there any potential for firms to gain with GDPR? Are

there any win-win situations for firms and consumers?

1.3. Research Strategy

Our approach is to compare the equilibrium outcomes with GDPR (privacy rights and data secu-

rity) and without GDPR using game theoretic models of firms and consumers. Exercise of privacy

rights (under GDPR) around data exchange inherently involves an intertemporal tradeoff for both

consumers and firms. Consumers tradeoff the value from greater personalization7 against the cost of

privacy breaches and potential price discrimination when endogenously deciding not only whether

to initially opt-in to the data collection, but also whether to allow ongoing use of their data by not

exercising the right to be forgotten by requesting erasure nor right to data portability by switching

to a competitor. Thus privacy choices can not only expand the pie through better personaliza-

tion, but also be redistributive (in terms of who gets share of surplus) through its effect on price

discrimination.

Firms offer personalized services and prices that take into account how their pricing and per-

sonalization choices will not only affect purchase, but also the data availability from consumers.

In the model, personal data is an asset that firms can use to both enhance value for consumers

through better personalized services (expand the pie), but also extract value through better price

discrimination (redistribution). As such, firms can willingly offer subsidies to induce consumers

7 Firms may provide value through personalization not only by directly customizing products/services; but also

by making the customer journey more efficient (e.g., through recommendations). For example, Amazon, Spotify

and StitchFix deliver customized value by reducing search costs with personalized recommendations after learning

consumers preferences from browsing/usage history.
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to share data (i.e., we account for payments for data).8 Further, regulations such as GDPR do

not simply outlaw firms’ collection and usage of consumers’ personal data, but give consumers

privacy rights to let them make the call on the tradeoff between value through data versus cost

of harm. As mentioned earlier, in our modeling framework, we consider the entire value delivery

through the customer journey as the “product/service”. In big data environments, even traditional

product firms routinely use such a broader “augmented” product/service frame to personalize and

differentiate their value delivery using individual data.

We operationalize the ideas around intertemporal tradeoff using a two-period model of forward-

looking consumers and firms with short-term contracts related to both goods and data exchange.

Consumers not only make purchases, but also exercise privacy rights by making endogenous data

opt-in, erasure and transfer decisions. This captures the key idea of unbundling goods exchange

(purchase and usage) from data exchange due to privacy rights. This reflects the “instrumental”

elements of privacy. We also consider privacy risk and loss due to data breaches; once a firm collects

data, there will always be an element of exogenous risk from breaches. Data security mandates

in GDPR seek to reduce this breach risk. This can occur at two levels. First computer scientists

routinely innovate on data security, and these innovations get integrated into base technologies.9

GDPR’s mandates and fines incentivize innovations in data security overall and thus reduce the

level of breach risk across firms. We therefore first model an exogenous level of breach risk. In

addition, individual firms may invest to increase data security beyond the base level. Such invest-

ments will be a function of breach risk, data sensitivity and fines under GDPR. To address this,

we consider a model extension with endogenous breach costs for individual firms in Section 5.2.

We note that our model and research strategy focus on first party data collection, because (i)

consumers exercise privacy rights only through the first party and (ii) GDPR treats the first party

8 It is important in the analysis of GDPR to account for how data helps firms provide value for consumers; otherwise

there will be no opt-in by rational consumers under privacy rights as harms will dominate.

9 Approaches to protect consumers from adverse privacy attacks with appropriate data collection/storage (e.g., dif-

ferential privacy (Dwork 2008), sampling and data transformation techniques like coresets (Huang et al. 2020, 2021)

and machine learning algorithms such as federated learning (Yang et al. 2019)) remain an active area of research in

computer science.
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as responsible for both upholding privacy rights and data security. But, when a first party shares

their data with a third party provider, consumers can get additional personalization benefits, but

also face increased data security risks. The modeling framework can be helpful even when data can

be shared by the first party with third parties.

1.4. Contributions

Our key contributions are as follows: We distill the key features of GDPR in terms of three critical

privacy rights and data protection mandates, and provide a tractable model to analyze the effect

of these features on data-driven markets. We believe our parsimonious model not only captures

the key features of GDPR, but also the key tradeoffs for consumers and firms. This allows us to

answer a number of research questions about how GDPR impacts personal data driven markets in

terms of firm and consumer surplus, and how it redistributes surplus between firms and consumers

and across consumers. As such, we believe it can serve as a workhorse model for studying other

features of privacy regulation.

The paper contributes to two main areas of the literature: privacy and behavior based pricing.

It contributes to the literature on privacy in several ways. In contrast to arguments that require

customer myopia for data-driven markets to work due to privacy and hold-up problems (e.g.,

Acquisti et al. 2016), we show that GDPR regulations help sustain data-driven markets even when

both consumers and firms are strategic and forward looking. Specifically the right to be forgotten

and portability allows unbundling of data not only from initial purchase, but also across time—

allowing consumers to correct for past errors or revoke decisions due to incomplete information.

Our model accounts for the market expansion and redistributive aspects of privacy by not only

accommodating personalization and price discrimination elements due to data sharing as postulated

in Posner (1981), but also “payments” for the data through subsidies to encourage data sharing.

Recently, Lin (2020) sought to empirically separate the intrinsic versus instrumental elements of

privacy. As described before, while the loss that an individual feels due to privacy losses from data

breaches is the “intrinsic” element of privacy, economic factors such as price subsidies for opt-in,
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product customization and price discrimination effects are “instrumental” elements impacting data

privacy choices. By considering all of these factors in an equilibrium framework, we evaluate the

net effect of privacy regulations (specifically GDPR) on different stakeholders.

Our paper contributes to the existing literature of behavior based pricing (BBP) under both

monopolistic (e.g., Hart and Tirole 1988, Villas-Boas 2004, Taylor 2004, Calzolari and Pavan 2006)

and competitive (e.g., Chen 1997, Villas-Boas 1999, Fudenberg and Tirole 2000, Taylor 2003, Shin

and Sudhir 2010) settings.10 Our modeling expands on the BBP literature in three key ways.

First, in contrast to BBP, where firms only have data on consumer purchase history, in our

model firms can learn about consumer preferences beyond purchases from product usage (usage

can include browsing behavior at the site, after providing consent and opt-in for tracking). The

distinction between purchase and other types of usage data is critical because purchase data is

considered contractual (and not personal) data under GDPR and therefore not subject to user

control. Thus privacy rights under GDPR have no impact on BBP using past history data. We

note that some BBP papers have linked privacy to control of purchase history data (e.g., Acquisti

and Varian 2005, Pancras and Sudhir 2007), but since users have no legal control of past purchase

data, these papers provide little practical insight for understanding privacy regulations like GDPR.

Second, we model current data driven markets as those where goods exchange and contractual

data exchange are bundled together. Privacy rights allow for personal data to be unbundled from

purchases. As such, with privacy rights, consumers not only get to make choices about goods and

personal data exchange independently in terms of opt-in, but also the option to withdraw from the

data exchange through the right to be forgotten or be transferred to competitors.11

Lastly, in contrast to BBP, whose focus on the use of data has been mostly firm-centric price dis-

crimination in terms of extracting value, the current model allows for expanding value to customers

10 See Fudenberg and Villas-Boas (2006) and Fudenberg and Villas-Boas (2012) for surveys of the literature.

11 After Acquisti and Varian (2005), subsequent studies have looked into various aspects of consumer opt-in, such as

consumers’ cost of privacy protection by opting out (Conitzer et al. 2012, Montes et al. 2019), differential impacts on

firms with different market scope (Campbell et al. 2015), consumers’ choice on the amount and content of information

to disclose (Casadesus-Masanell and Hervas-Drane 2015, Ali et al. 2019).
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through personal data based customization relevant to big data settings. Importantly, consumers’

ongoing control of the data induces firms to practice second-degree price discrimination where

consumers get to choose between a basic good when consent for personal data is withdrawn, or a

personalized good when consent for use of personal data remains active.

2. Model

There are n≥ 1 firms in the market, each offering a personalizable good to consumers. All firms

are homogeneous a priori and offer the same basic good to consumers. Consumer valuation for the

basic good v, follows a uniform distribution U [0,1]. The outside option has a value of zero in each

period. The size of the market is normalized to one. The cost of the good is normalized to zero.

We consider a two-period game where consumers can purchase and consume the good in each

period. Firms can learn about customer specific needs and valuation (v) if they are able to collect

the individual’s browsing/usage/consumption history data in the first period; and use this to per-

sonalize the good and price in the second period. Firms have no commitment power in setting prices

and only short-term contracts are available. The discount rate over periods for both consumers

and firms is δ ∈ (0,1]. Figure 1 summarizes the timeline of the game.

In the first period, each firm j offers the basic good and charges price pj1, for j = 1, · · · , n. If

a consumer chooses to purchase from firm j, she decides whether to opt-in to the firm’s data

collection (right to opt-in).12 By opting in and letting the firm collect personal data, the firm learns

her valuation v by the end of the first period; otherwise, the firm remains ignorant of v. With

opt-in, the consumer is exposed to a privacy breach risk. Let c= b ·L be the expected cost from

12 As the first-period price can be zero or even negative; what is critical for second period personalization is not paying

for the product, but whether consumers opt in for personal data collection at the beginning of the first period. Section

5.1 considers an alternative model setup where the first-period price is exogenously fixed at zero so that consumers

do not need to pay but still need to decide whether to opt in in the first period; we find our main findings are robust.

Opt-in allows for subsequent collection of individual level panel data on browsing and usage/consumption over the

length of the first period (this may be thought of as an extended period such as a week, month or year). Our model

precludes the possibility of contextual, one-time browsing based personalization based on just the current visit at the

beginning of the first period. In practice, the quality of such contextual personalization would be substantially inferior

relative to that based on panel data collected over the length of the first period. Therefore, our assumption of zero

ability to personalize based only on contextual browsing data prior to opt-in can be considered as a normalization.

Marketing Science Institute Working Paper Series



10

Time

Firms

set price for
basic good

Consumers

basic good
purchase (Y/N)
& opt-in (Y/N)

Period 1 Period 2

Firms

set price for
(i) basic good

(ii) personalized good
(iii) personalized good
(poaching for transfer)

Consumers

Not Opted-in

basic good
purchase (Y/N)

Opted-in

Keep Erase
Transfer

(& Erase)

personalized good
purchase (Y/N)

basic good
purchase (Y/N)

personalized good
purchase (Y/N)

Figure 1 Timeline of Game

data breach per period with each firm the individual shares data with, where b is the probability of

a data breach, and L is the expected loss from such a breach, which could include both monetary

and psychological costs. b can vary across different types of firms (a bank will have better data

security than startup selling goods online), while L can vary across different types of categories

based on types of data that is being shared (e.g., loss from breach of health data might be greater

than social media data). As discussed earlier, this breach can be considered exogenous and based

on the level of data security incorporated into baseline commercial IT systems at a given time.13

In the second period, consider a particular firm j. Firms set price for the basic and personalized

good, and a personalized poaching price for those who transfer. Consumers who have not yet

opted-in for data collection (no purchase in first period or opted-out) decide whether to purchase

the basic good at price pj2 or not. Those who have opted-in have three options: (i) keep data with

the firm and buy (or not) personalized service at rj(v); (ii) erase data at the firm and buy (or not)

basic good at pj2; and (iii) transfer data to another firm k and buy (or not) its personalized good

at poaching price qk(v). Those who transfer will pay a switching cost of s≥ 0;14 they will always

erase data at old firm j, given the breach cost.

13 In Section 5.2, we endogenize the privacy breach cost by allowing an individual firm to further make investments

that strengthens data security beyond the baseline.

14 s measures the cost of data transfer among firms. It captures both the hassle cost of getting data transferred and

the utility loss due to imperfect transfer on customer experience. Further, consumers also have the option of buying

from the other firm without data transfer, but this option is dominated by continuing to buy from the old firm.
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We assume that consumers value the personalized good more than the basic good, but there

is heterogeneity and ex-ante uncertainty on the incremental value that a consumer has for the

personalized good. This matches with casual observation that consumers oftentimes do not know

the exact benefit from sharing their data with a firm when making the opting-in decision. We

operationalize this as follows: Consumer with valuation of the basic good at v values the person-

alized good at (1 + κ)v. As an example, in the case of Spotify, if v is the consumer’s value in

hearing a set of songs based on their own search, (1 + κ)v would be the value from the set of

songs she would hear with Spotify recommendations based on her personal (listening and demo-

graphic) data. Further, to accommodate heterogeneity, we assume κ takes a two-point distribution

across consumers and equals to κH and κL with equal probability, where κH > κL > 0. Finally,

to accommodate ex ante uncertainty on the value of personalization, we assume that consumers

do not know their κ at the beginning of the first period when making the opting-in decision for

the data collection, but only learn about how much they would value personalization (κ) at the

end of the first period after experiencing the basic good. Thus they know κ at the beginning of

the second period when deciding whether to pay for the personalized good. However, firms do not

know each consumer’s κ, even after collecting her data. This assumption captures the idea that

firms still have some uncertainty over consumers’ preferences for personalization even after they

opt-in This realistic assumption also serves to restrain the firm’s price discrimination power in a

monopolistic market. For notational convenience, we define: µ≡ (κH +κL)/2 and σ≡ (κH −κL)/2,

where µ measures the expected benefit from personal data based personalization and σ measures

consumers’ heterogeneity/ex-ante uncertainty about the benefit.

Finally, we assume:

Assumption 1.

µ≥max

{
(3 + δ)σ,

1

2
+ (2 + δ)σ

}
.

µ ≥ (3 + δ)σ implies that the benefit from personalization for the low type is sufficiently high

relative to that for the high type so that the firm has incentives to sell to both consumer types.
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This assumption serves to prevent market breakdown due to consumers’ hold-up concerns. µ ≥

1/2 + (2 + δ)σ ensures that the expected benefit of personalization is large enough for consumers,

the assumption eliminates some less interesting cases and facilitates equilibrium analysis.

3. Analysis of the Monopoly Market

We begin with the analysis of the monopoly market. §3.1 solves for the equilibrium with privacy

rights, while §3.2 solves for the benchmark equilibrium without privacy rights. The remaining

subsections use these solutions to gain insight on how privacy rights and the data security mandate

impact monopolistic data-driven markets. We use subscript M to denote the monopoly, and drop

firm superscript j, given n= 1. Also, the right to data transfer has no bite in a monopoly.

3.1. Equilibrium with privacy rights

We consider the equilibrium where given the firm’s first-period price p1, consumers with v≥ v∗M(p1)

will purchase and opt-in for data collection in the first period; those with v < v∗M(p1) will either

not make a purchase or not opt-in. We assume this threshold structure to solve the equilibrium

and subsequently verify that it holds.

Second Period: Consider a consumer with v≥ v∗M(p1) who has purchased and opted in in the

first period. In the second period, the consumer observes her κ. If the consumer decides to erase

her data, she has two options: either pay p2 to get the basic good or take the outside option of 0,

so her expected utility is max{v−p2,0}; otherwise, the consumer pays r(v) to get the personalized

good and expects utility of (1 +κ)v− r(v)− c. The firm’s profit from this consumer is

r(v)Pr [(1 +κ)v− r(v)− c≥max{v− p2,0}] + p2 Pr [v− p2 >max{(1 +κ)v− r(v)− c,0}] .

Given any p2 and v such that v≥ p2, by maximizing the firm’s profit with respect to r(v), we have

the optimal price:

r∗M(v, p2)



= κLv+ p2− c, if 2(κLv− c)≥ κHv− c≥ 0,

= κHv+ p2− c, if κHv− c≥max{2(κLv− c),0},

> κHv+ p2− c, if 0≥max{κHv− c,2(κLv− c)},

(1)
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where we have abused the notation by expressing r∗M(v, p2) as dependent on p2.

There are three cases in equation (1). In (1), the firm decides whether to set a relatively low price

that induces both κH and κL consumers to purchase the personalized good; In (2), the firm sets

a relatively high price that induces only κH consumers to purchase the personalized good; in (3),

the firm sets a sufficiently high price that induces both types of consumers to erase their data and

purchase the basic good. Next, we claim that for v ≥ v∗M(p1), only (1) survives in equilibrium. To

understand why (2) cannot be sustained in equilibrium, notice that the reason for consumers to opt

in in the first period is to get the personalization benefit. However, in (2), only κH consumers will

get the personalization benefit but their entire surplus is fully extracted at the personalized price

r∗M(v, p2) = κHv + p2 − c. This implies that consumers face a hold-up problem in the first period

because they still need to incur the privacy breach cost, c to opt in, so they will choose not to opt

in. Similarly, (3) cannot also be sustained in equilibrium. Therefore, for v ≥max{v∗M(p1), p2}, we

must have 2(κLv− c)≥ κHv− c≥ 0 and r∗M(v, p2) = κLv+ p2− c= (µ−σ)v+ p2− c.

So far, we have considered the case with v≥ p2. Similarly, we can show that for p2 > v≥ v∗M(p1),

we must have 2((1 +κL)v− c)≥ (1 +κH)v− c≥ 0 and r∗M(v, p2) = (1 +κL)v− c= (1 +µ−σ)v− c.

To combine these two cases, we have

r∗M(v, p2) = (µ−σ)v+ min{v, p2}− c. (2)

We only need to guarantee that for any v ≥ v∗M(p1), 2(κLv− c)≥ κHv− c≥ 0. We will verify this

condition after determining v∗M(p1).

Now consider a consumer with v < v∗M(p1), who either does not purchase or does not opt-in in

the first period. In the second period, the consumer will not opt-in for data collection, because the

second period is the final period and opt-in yields no benefit, but only breach cost. Given price p2,

the consumer purchases if and only if v≥ p2. Therefore, the firm’s profit maximization problem in

the second period is

max
p2

∫ 1

v∗
M

(p1)

r∗M(v, p2)dv+ p2 max{v∗M(p1)− p2,0}
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=max
p2

p2−
1

2
p22−

1

2
min{v∗M(p1), p2}2 +

µ−σ
2

(1− v∗M(p1)
2)− (1− v∗M(p1))c,

which leads to the optimal choice of p2 as

p∗2M(p1) =


1

2
, if v∗M(p1)≥

1√
2
,

1, otherwise.

(3)

Intuitively, when v∗M(p1)≥ 1/
√

2, the segment of consumers who opted out is significantly large,

it is profitable for the firm to offer the basic good priced at p∗2M(p1) = 1/2 in the second period.

However, v∗M(p1)< 1/
√

2, i.e., the opt-in segment is small, it is more profitable for the firm to not

offer the basic good at all (effectively by setting a high price of p∗2M(p1) = 1) to avoid cannibalization

of the personalized good from the basic good among the consumers who opted in.

First Period: At price p1, a consumer with valuation v will purchase and opt-in if and only if15

v− p1− c+ δ ((1 +µ)v− r∗M(v, p∗2M(p1))− c)≥max{v− p1,0}+ δmax{v− p∗2M(p1),0},

which can be reduced to

v≥max

{
c

δσ
,
p1 + c

1 + δσ

}
= v∗M(p1). (4)

The first inequality above verifies the threshold structure we proposed at the beginning and the

second equality is by definition. It is straightforward to verify given v∗M(p1) in equation (4), Assump-

tion 1 implies that 2(κLv
∗
M(p1)− c)≥ κHv∗M(p1)− c≥ 0, which further implies that 2(κLv − c)≥

κHv− c≥ 0 for any v≥ v∗M(p1).

The firm’s profit maximization problem in the first period is as the following:

max
p1

∫ 1

v∗
M

(p1)

[p1 + δr∗M(v, p∗2M(p1))]dv+ p1 max{v∗M(p1)− p1,0}+ δp∗2M max{v∗M(p1)− p∗2M ,0}

=max
p1

p1 (1−min{v∗M(p1), p1}) +
δ

2

(
1−min

{
1

2
, v∗M(p1)

2

})
15 Notice that if the consumer erases one’s data after purchase and thus avoided the data breach cost c in the first

period, a consumer can no longer enjoy the personalized product in the second period. Therefore, it is not optimal

for the consumer to erase the data to avoid c after the first purchase.
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+
δ

2
(µ−σ)(1− v∗M(p1)

2)− δ(1− v∗M(p1))c.

We solve the firm’s profit maximization problem and characterize the equilibrium by the following

proposition, where we use p∗1M to denote the equilibrium first-period price, and p∗2M ≡ p∗2M(p∗1M) and

r∗M(v)≡ r∗M(v, p∗2M(p∗1M)) to denote the equilibrium second-period prices for basic and personalized

goods respectively. The proof of the proposition and closed-form expressions of v∗1 and P ∗1 are

provided in Appendix.

Proposition 1. In a monopoly market with privacy rights (under Assumption 1),

A. When 0≤ c≤ δσ/2,

(i) consumers with valuation v≥ v∗1 purchase and opt-in for data collection in the first period

by paying p∗1M = P ∗1 . They continue to purchase personalized good in the second period by

paying r∗M(v) = (1 +µ−σ)v− c;

(ii) consumers with valuation v < v∗1 do not purchase in either period. No basic good is offerd

in the second period.

B. When δσ/2< c≤ δσ/
√

2,

(i) consumers with valuation v ≥ c/δσ purchase and opt-in for data collection in the first

period by paying p∗1M = 1/2. They continue to purchase personalized good in the second

period by paying r∗M(v) = (µ−σ)v+ 1/2− c;

(ii) consumers with valuation c/(δσ)> v≥ 1/2 make a purchase but opt-out of data collection

in the first period by paying p∗1M = 1/2. They make no purchase in the second period;

(iii) consumers with valuation v < 1/2 do not purchase in either period. No basic good is offered

in the second period.

C. When δσ/
√

2< c< δσ,

(i) consumers with valuation v ≥ c/δσ purchase and opt-in for data collection in the first

period by paying p∗1M = 1/2. They continue to purchase personalized good in the second

period by paying r∗M(v) = (µ−σ)v+ 1/2− c;
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(ii) consumers with valuation c/(δσ)> v≥ 1/2 make a purchase but opt-out of data collection

in the first period by paying p∗1M = 1/2. They continue to purchase basic good in the second

period by paying p∗2M = 1/2;

(iii) consumers with valuation v < 1/2 do not purchase in either period.

D. If c≥ δσ, no consumer opts in for data collection in the first period. The firm sets the prices for

the two periods p∗1M = p∗2M = 1/2, and consumers purchase in each period if and only if v≥ 1/2.

Based on Proposition 1, we can clearly see the role of consumers’ heterogeneity of personalization

benefit. Specifically, as σ→ 0, only case D in Proposition 1 can be in equilibrium such that no

consumer opts in, because the firm can fully extract consumer surplus after they opt in and thus

consumers face with the hold-up problem that discourages them from opting in.

3.2. Benchmark: Equilibrium without privacy rights

We next solve for the benchmark equilibrium without privacy rights. Firms now have access to

consumer data without explicit consent (thus learn v) and there is no right to be forgotten. The

following proposition characterizes the equilibrium in the benchmark without privacy rights. The

proof and closed-form expressions of vB1 , vB1 , vB2 , PB
1 and PB

2 are in Appendix. We use superscript

B to denote “benchmark.”

Proposition 2. In a monopoly market without privacy rights (under Assumption 1),

A. If 0≤ c≤ (2− δ+ 2δσ)/(2− δ+ 2δµ+ 2δσ),

(i) consumers with valuation v ≥ vB1 purchase in the first period by paying pB1M = PB
1 . They

also purchase personalized good in the second period by paying rBM(v) = (1 +µ−σ)v;

(ii) consumers with valuation vB1 > v ≥ vB1 do not purchase in the first period, but purchase

basic good in the second period by paying pB2M = [PB
1 + δ(1−σ)c]/(2− δ+ 2δσ);

(iii) consumers with valuation v < vB do not purchase in either period.

B. If (2− δ+ 2δσ)/(2− δ+ 2δµ+ 2δσ)< c< 1 + δ/(1 + δ) ·µ,

(i) consumers with valuation v ≥ vB2 purchase in the first period by paying pB1M = PB
2 . They

also purchase personalized good in the second period by paying rBM(v) = (1 +µ−σ)v;
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(ii) consumers with valuation v < vB2 do not purchase in either period.

C. If c≥ 1 + δ/(1 + δ) ·µ, no consumer purchases in either period.

3.3. Effect of Privacy Rights

Comparing the solution in §3.1 and 3.2 gives insights on the effect of privacy rights on outcomes.

3.3.1. Segmentation: Figure 2 compares the equilibrium segmentation with and without

privacy rights, based on Propositions 1 and 2. On the left panel (Figure 2a)— the case with privacy

rights, cases (B) & (C) with intermediate breach cost (δσ/2 < c < δσ) have the most complete

segmentation of consumers with different purchase and opt-in choices. There are three segments.

Consumers with very high valuation, purchase and opt-in for data collection to benefit from product

personalization; those with intermediate valuation purchase the good but opt-out of data collection

to protect themselves from potential data breach; and those with low valuation do not purchase.

Relative to (B), due to the higher privacy breach cost in (C), fewer consumers opt in during the

first period, therefore it is profitable for the firm to offer a basic good in the second period to

consumers who opted out. In (A), when breach cost is the lowest, everyone who purchases also opts

in for data collection. Finally, in (D), with the highest privacy breach cost, no one opts-in for data

collection in the first period. So, each period is independent with only high valuation consumers

buying in both periods.

Next, we consider the right panel (2b), without privacy rights. As the privacy breach cost, c gets

larger, consumers manage the privacy breach risk by reducing purchases, first in the second period

as from (A) to (B), and then in the first period too as from (B) to (C). When the privacy cost

is relatively high, the comparison of (D) with privacy rights and (C) without clarifies the value

of separating goods exchange from data exchange. Particularly, without privacy rights, there will

be no trade in goods, but with privacy rights, half the market purchases the good without data

opt-in. On the other hand, when the privacy cost is intermediate or low (A and B), we find that

with privacy rights, consumers purchase in both periods or only in period 1, while without privacy

rights, consumers may purchase only in the second period. This is because in the case with privacy
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A: 0≤ c≤ δσ/2

v= 0 v∗1 v= 1

No purchase in
either period

Opt-in in period 1
Purchase in both periods

B: δσ/2< c< δσ/
√

2

v= 0 1/2 c/(δσ) v= 1

No purchase
in either period

Opt-out and only
purchase in period 1

Opt-in in period 1
Purchase in
both periods

C: δσ/
√

2< c< δσ

v= 0 1/2 c/(δσ) v= 1

No purchase
in either period

Opt-out in period 1
Purchase in
both periods

Opt-in in period 1
Purchase in
both periods

D: c≥ δσ

v= 0 1/2 v= 1

No purchase
in either period

Opt-out in period 1
Purchase in both periods

(a) With Privacy Rights

A: 0≤ c≤ 2−δ+2δσ

2−δ+2δµ+2δσ

v= 0 vB1 v̄B1 v= 1

No purchase
in either period

Only purchase
in period 2

Purchase
in both periods

B: 2−δ+2δσ

2−δ+2δµ+2δσ
< c< 1 + δµ

1+δ

v= 0 vB2 v= 1

No purchase
in either period

Purchase
in both Periods

C: c≥ 1 + δµ

1+δ

v= 0 v= 1

No purchase
in either period

(b) Without Privacy Rights

Figure 2 Equilibrium segmentation for a monopolistic market.

rights, the firm does not want to offer an attractive basic service in the second period, which may

draw consumers who have opted in to erase their data. In comparison, this is not a concern when

consumers have no privacy rights.

3.3.2. Prices, Demand and Opt-in: Comparing Proposition 1 and Proposition 2 leads to

Corollary 1 (proof in Appendix).

Corollary 1. In a monopoly market, (under Assumption 1), privacy rights leads to

• lower price for personalized good, but higher price for basic good in the second period (condi-

tioning on the basic good being offered in both cases),

• higher price in the first period,

• always lower opt-in, lower (higher) demand when c is below (above) a threshold.

Figure 3 illustrates Corollary 1 by plotting the prices, demand and number of consumers that opt-

in in the first and second periods as a function of breach cost with and without privacy rights. With

privacy rights, the second-period personalized price is lower because if it is too high, consumers

can exercise the right to be forgotten, and shift to the basic service in the second period. Thus the
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right to be forgotten limits the firm’s ability to aggressively discriminate against consumers using

their personal data.

0.5 1.0 1.5 2.0 2.5 3.0
c

-4

-3

-2

-1

First-Period

Price

Without Privacy Rights

Privacy Rights

(a) First-period price

0.5 1.0 1.5 2.0 2.5 3.0
c

0.2

0.4

0.6

0.8
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#Consumers

Without Privacy Rights

Opt-in under Privacy Rights

Purchase under Privacy Rights

(b) First-period demand and opt-in

0.0 0.5 1.0 1.5 2.0 2.5 3.0
c

(μ-σ)v+ 1
2
- δσ

2

(μ-σ+1)v- δσ

2

(μ-σ+1)v

Second-Period Price

for Personalized Service

Without Privacy Rights

Privacy Rights

(c) Second-period price for personalized service

0.5 1.0 1.5 2.0 2.5 3.0
c

0.1

0.2

0.3

0.4

0.5

Second-Period Price

for Basic Service

Without Privacy Rights

Privacy Rights

(d) Second-period price for basic service

Figure 3 Price, demand and opt-in with and without privacy rights for a monopolistic market

(σ= 1, µ= 5 and δ= 0.8).

However, privacy rights lead to higher prices in the first period for two reasons. First, as the right

to be forgotten limits the ability to price discriminate in the second period, firms are less willing

to subsidize with a lower price in the first period. Second, the right to opt-out of data collection

increases consumers’ willingness-to-pay for the good at high levels of breach cost.

Privacy rights lead to higher second-period price for basic good for two reasons. First, with the

right of explicit opt-in, there are more consumers opting out in the first period, who can afford a

higher price for basic good in the second period. Second, with the right to be forgotten, consumers

are protected from breach costs in the second period and thus have higher willingness to pay.
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Finally, because privacy rights help to separate goods exchange from data exchange, though

opt-in is always lower with privacy rights, purchases are higher when the breach cost c exceeds a

certain threshold, as consumers can buy without opt-in.

3.3.3. Consumer Surplus, Firm Profit and Social Welfare: Comparing Proposition 1

and Proposition 2 also leads to Corollary 2 (proof in Appendix).

Corollary 2. In a monopoly market, (under Assumption 1), privacy rights leads to

• lower (higher) consumer surplus when c is low (high),

• higher (lower) firm profit when c is high or low (intermediate),

• lower (higher) social welfare when c is low (high).

������

Without Privacy Rights Privacy Rights

0.5 1.0 1.5 2.0 2.5 3.0
c

0.1

0.2

0.3

0.4

0.5

0.6

Consumer Surplus

������

Without Privacy Rights Privacy Rights

0.5 1.0 1.5 2.0 2.5 3.0
c

0.5

1.0

1.5

2.0

Firm Profit

������

Without Privacy Rights Privacy Rights

0.5 1.0 1.5 2.0 2.5 3.0
c

0.5

1.0

1.5

2.0

2.5

Social Welfare

Figure 4 Welfare impact of GDPR in a monopolistic market

(σ= 1, µ= 5 and δ= 0.8).

Figure 4 illustrates the welfare implications of Corollary 2. With privacy rights separating good

and data exchange, it is not surprising that when c is relatively high, privacy rights generates

higher consumer surplus, firm profit and social welfare because it allows exchanges of goods to

occur despite the high breach costs. Thus privacy rights lead to win-win for both consumers and

the firm when breach costs are high.

Firm profit is higher with privacy rights for low c. This is because in the case without privacy

rights, the firm cannot help but offer a low-price basic good in the second period to consumers who

have not purchased yet, given consumers who have already purchased can now be identified and
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locked in. This in turn discourages consumers to purchase in the first period. This is the so-called

“ratchet effect” that hurts firm profit. In comparison, the consumers’ right to be forgotten gives

rise to the firm’s power to commit to not offer a low-price basic good in the second period, and

thus benefits the firm. However, as the privacy breach cost, c increases to an intermediate level,

firm profit is lower with privacy rights. This is because without privacy rights, the firm can use a

lower price as a subsidy in the first period to induce consumers to overcome the privacy cost to

make a purchase; by comparison, with privacy rights, consumers’ purchase and opt-in decisions are

separated and as a result, the firm cannot use a low first-period price to induce consumers to opt

in. This reduces the overall demand and consumer opt-in.

A somewhat surprising finding is that consumers can lose with privacy rights for low privacy

breach cost. To understand, notice that the right to be forgotten has two effects on consumer

surplus. First, as mentioned above, it enables the firm to commit to not offer a low-price basic good

in the second period and thus hurts consumers; second, it restrains the firm’s price discrimination

power in the second period and prevents the firm to exploit collected data on an ongoing basis,

which benefits consumers. Moreover, the right of explicit consent also has two effects on consumer

surplus. First, it preserves trade in face of high privacy breach cost and thus benefits consumers;

second, it separates consumers’ purchase and opt-in decisions and reduces the firm’s incentive to

subsidize consumer opt-in, which hurts consumers. Overall, consumers gain from privacy rights

due to the trade preservation effect in face of a high c, while they lose due to higher prices in both

periods in face of a low c. In a similar way, we can understand the result on social welfare.

This result on the consumer side is more insightful in combination with the firm profit graph in

the region with intermediate c—the lower consumer surplus is not because firms have higher profits

in this region—firm profits are also lower in this region because of consumers’ hold-up problem,

which happens as consumers expect that after they have opted in the first period, the firm will not

compensate for their breach cost incurred in the first period, because by the second period, this

cost is sunk. Therefore, we end up with a lose-lose region of breach costs. On the other hand, in

the case without privacy rights, the firm can use a low first-period price to convince consumers to

purchase and thus alleviate their hold-up problem.
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3.3.4. Which Consumers Benefit from Privacy Rights? Finally, we evaluate which con-

sumers benefit from privacy rights. Accordingly, we plot the relative consumer surplus with and

without privacy rights as a function of consumer valuation and privacy cost in Figure 5.
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Figure 5 Benefits of Privacy Rights by Consumer Valuation v

(σ= 1, µ= 5 and δ= 0.8).

Not surprisingly, low-valuation consumers do not benefit from privacy rights; as this segment

does not buy in any case. High-valuation consumers lose with privacy rights under low breach

costs due to higher first-period price but gain with privacy rights under high breach cost due to

trade preservation as discussed earlier. Interestingly, intermediate valuation folks can lose even

under very low breach costs because the first-period price is higher under privacy rights, and thus

intermediate-valuation consumers do not purchase or opt in under privacy rights.

Overall, our results suggest that the consumers who benefit the most from privacy rights are the

high valuation customers—those that also most benefit from the higher personalization, though

they do lose under low breach costs, as we discussed earlier. This is not surprising because by

restricting price discrimination on high valuation customers, they mostly benefit from the higher

surplus of personalization without suffering from the costs of price discrimination.
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3.4. Effect of Data Security Mandates

Data security mandates of GDPR reduce the risk of privacy breaches, and thus the expected breach

cost c. The following corollary states how consumer surplus and firm profit varies with respect to

breach cost. The proof is straightforward by taking derivatives and thus omitted.

Corollary 3. In a monopolistic market, (under Assumption 1), consumer opt-in and firm

profit strictly decrease with privacy breach cost c for c < δσ; consumer surplus strictly decreases

with privacy breach cost c for c < δσ except for a jump of δ/8 at c = δσ/
√

2. All of them stay

constant with c for c≥ δσ.

A surprising finding from Corollary 3 is that data security mandates do not necessarily increase

consumer surplus, due to the non-monotonic relationship between consumer surplus and the privacy

breach cost c, also shown in Figure 4. A higher c could increase consumer surplus, because a higher

c reduces consumer opt-in. With more consumers opting out, it is tempting for the firm to start

offering a low-price basic good in the second period to profit from these consumers while at the

same time lowering the price for consumers who have opted in to make sure that they are still

willing to purchase the personalized good. These two effects together lead to the jump of consumer

surplus at c= δσ/
√

2.

Corollary 3 and Figure 4 also show how data opt-in and firm profits weakly decrease with breach

cost. It is clear that both with and without privacy rights, reducing breach costs increase opt-in

and make the firm better off. However, while individual firms benefit from a lower privacy breach

cost brought about by GDPR, whether they benefit from data security mandates overall depends

on the fixed costs of being GDPR compliant. Two things to note: First, in the region where the

breach costs are high, the best solution for firms is not to collect data at all, and only trade in

goods. This means they need not incur security compliance costs. Second, in the region where

the breach costs are low to intermediate, the gain in profits from reducing breach costs are so

substantial (when there are privacy rights), that investing in data security is likely to be more than

profitable. Thus privacy rights serve a complementary role to incentivize firms to invest in data

security. We consider the case of endogenous privacy breach risk in §5.2.
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4. Analysis of the Competitive Market

For a competitive market, with the number of firms, n ≥ 2, the market is perfectly competitive

in the first period even though n is finite, because firms are ex-ante homogeneous and engage in

Bertrand competition. Ex post, after collecting consumers’ data, the firms become differentiated.

This allows them to obtain positive profit in the second period. Unlike the monopolistic case, we

need to restrict the firms’ first-period prices to be non-negative (or bounded from below) in a

competitive market; otherwise Bertrand competition will drive the firms’ first-period prices to be

negative leading to always zero profit for all firms.16 §4.1 solves for the equilibrium with privacy

rights, while §4.2 solves for the benchmark equilibrium without privacy rights. The remaining

subsections use these solutions to gain insight on how privacy rights and the data security mandate

impact competitive data-driven markets.

4.1. Equilibrium with privacy rights

In equilibrium, consumers with valuation v≥ v∗C purchase and opt in during the first period, where

we use subscript C to denote “competitive market”. We verify this threshold structure below.

Second Period: Consider a consumer with valuation v who has purchased from firm j and

opted in for data collection in the first period. In the second period, the consumer learns her κ.

The consumer has the four options shown in Figure 1: (1) keep data with firm j and continue

purchase personalized good from the same firm with utility of (1 + κ)v− rj(v)− c; (2) erase data

from firm j and purchase the basic good from firm k 6= j with utility of v− pk2 (3) transfer data to

firm k and purchase personalized good from firm k with utility of (1 +κ)v− qk(v)− c− s; (4) take

the outside option of 0. Firm j’s profit from this consumer is

rj(v)Pr

[
(1 +κ)v− rj(v)− c≥max

k 6=j

{
v− pk2 , (1 +κ)v− qk(v)− c− s, v− pj2,0

}]

+ pj2 Pr

[
v− pj2 >max

k 6=j

{
v− pk2 , (1 +κ)v− qk(v)− c− s, (1 +κ)v− rj(v)− c,0

}]
.

16 Section 5.3 considers an alternative model setup without price bound and finds that our main findings are robust.
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Let’s first analyze the equilibrium price for the basic good, p∗2C . There are two cases to consider. If

at least one of the firms offers a low enough price such that some consumers who opted out in the

first period will make a purchase. It is then optimal for the firms to undercut each other by slightly

lowering their prices, because this leads to demand jumps. A standard argument of Bertrand

competition concludes that it is an equilibrium for all firms to price the basic good at p∗2C = 0. On

the other hand, if no firm caters to the consumers who opted out, it could be an equilibrium for

all firms to not offer the basic good by pricing at p∗2C = 1. This reduces cannibalization of opted-in

consumers for each firm. Therefore, we could result in multiple equilibria. Further notice that, the

first equilibrium always exists, because given one firm k sets pk2 = 0, it is always optimal for other

firms to also set zero price. The second equilibrium can be sustained only if the number of firms,

n is relatively small; otherwise, it is profitable for an individual firm to deviate to serve opted-out

consumers. For this reason, we will select the first equilibrium of p∗2C = 0, which can be shown is

the unique equilibrium for sufficiently large n.

Next, we determine the equilibrium price for personalized good. We verify below (after first

period analysis) that v∗C satisfies that if κLv
∗
C−c < s, (µ−3σ)v∗C ≥ c. This implies that the firm will

set the price rj(v) = min
{
κLv− c,maxk 6=j q

k(v) + s
}

to incentivize both κL and κH consumers to

continue to purchase the personalized service from him. The competition drives qk(v) to be q∗C = 0

and correspondingly rj(v) to be r∗C(v) = min{(µ−σ)v− c, s}. Intuitively, when s is relatively small,

data transfer to competitor is more attractive to the consumer and the firm will set r∗C(v) = s such

that the consumer is indifferent to transfer; on the other hand, when s is relatively high, data

erasure is more attractive to the consumer and the firm will set r∗C(v) = (µ−σ)v− c such that the

consumer is indifferent between keep and erase.

First Period: In the first period, Bertrand competition drives firms’ price down to p∗1C = 0.

This immediately implies that all consumers will make a purchase in the first period. A consumer

with valuation v will make a purchase and opt in if and only if,

v− c+ δ ((1 +µ)v− r∗C(v)− c)≥ (1 + δ)v,
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which can be reduced as

v≥min

{
δs+ (1 + δ)c

δµ
,
c

δσ

}
= v∗C .

Notice that if κLv
∗
C − c < s, we have v∗C = c/(δσ), which satisfies that (µ − 3σ)v∗C ≥ c under

Assumption 1. Therefore, we have verified the condition we used in the firm’s second-period profit

maximization problem. The following proposition summarizes the equilibrium.

Proposition 3. In a competitive market with privacy rights (under Assumption 1),

• Consumers with valuation v≥ v∗C both purchase and opt in in the first period by paying p∗1C = 0.

They continue to purchase personalized service from the same firm in the second period by paying

r∗C(v) = min{(µ−σ)v− c, s}.

• Consumers with valuation v < v∗C purchase by paying p∗1C = 0 but opt-out in the first period.

They purchase basic service by paying p∗2C = 0 in the second period.

It is worthwhile noticing that different from the monopoly case where as σ→ 0, v∗M → 1 so that no

consumer opts in, in the competitive market, we have that as σ→ 0, v∗C → (δs+ (1 + δ)c)/δµ so

that there is still consumers who opt in in the first period. This is because competition restrains

individual firms’ market power to extract consumer surplus.

4.2. Benchmark: Equilibrium without privacy rights

As in the monopolistic analysis, we compare it with the benchmark of no privacy rights. The

following proposition summarizes the equilibrium, with proof in Appendix.

Proposition 4. In a competitive market without privacy rights (under Assumption 1),

• Consumers with valuation v≥ c/(1 + δσ) purchase in the first period by paying pB1C = 0. They

continue to purchase the personalized service from the same firm in the second period by paying

rBC (v) = (µ−σ)v+ min{v− c,0}.

• Consumers with valuation v < c/(1 + δσ) do not purchase in either period.

4.3. Effect of Privacy Rights

Comparing the solution in §4.1 and 4.2 gives insights on the effect of privacy rights on outcomes.
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4.3.1. Segmentation: Figure 6 compares the equilibrium segmentation with and without

privacy rights, based on Propositions 3 and 4. On the left panel (Figure 6a)—the case with privacy

rights, we find that unlike the monopolistic characterized in Proposition 1, all consumers make

a purchase in both periods in a competitive market given zero first-period prices. In equilibrium,

consumers with relatively high valuation opt-in for data collection to benefit from personalization

of good and those with relatively low valuation opt-out and settle for basic good, protecting their

data and privacy. On the right panel (Figure 6b)—the case without privacy rights, we find that

similar to (B) in Proposition 2, consumers follow a “now or never” strategy. When the privacy cost

is sufficiently high (c > 1 + δσ), no consumer makes a purchase and the market breaks down.

v= 0 v∗C v= 1

Opt out in period 1
Purchase in both periods

Opt in in period 1
Purchase in both periods

(a) With Privacy Rights

v= 0 c/(1 + δσ) v= 1

No purchase
in either period

Purchase
in both Periods

(b) Without Privacy Rights

Figure 6 Equilibrium segmentation for a competitive market.

4.3.2. Prices, Demand and Opt-in: Comparing Proposition 3 and Proposition 4 leads to

Corollary 4 (proof in Appendix).

Corollary 4. In a competitive market, (under Assumption 1), privacy rights leads to:

• the same zero price in the first period, and lower personalized price in the second period,

• always higher demand, higher opt-in when µ is sufficiently high, c is relatively high and s is

relatively low, and lower opt-in otherwise.

Before discussing Corollary 4, we take a look at how data transferability impacts firms’ profit.

Figure 7 show an inverted U shaped relationship between firm profit and s. Intuitively, if s is

low (high data transferability), intense competition leads to low profitability; but if s is high (low

data transferability), consumers expect to be locked in and price discriminated if they opt in, so

less data is generated. Thus an intermediate level of s that balances these two forces leads to the

highest firm profit. This suggest that each firm may have ex-ante incentives to keep switching costs
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moderate. Therefore in discussing corollaries 4 and 5, we focus on the intermediate of switching

cost s= 0.5 in our discussions below.

������

Benchmark Privacy Rights

0.2 0.4 0.6 0.8 1.0
s

0.01

0.02

0.03

Firm Profit

Figure 7 Effect of data transferability

(σ= 1, µ= 5, δ= 0.8 and c= 1.8).

Similar to the monopolistic case as characterized by Proposition 2, privacy rights lead to lower

personalized price, as price discrimination is constrained by the right to be forgotten and the right

to data portability (which applies only in the competitive setting).

We note that unlike the monopolistic where privacy rights always lead to lower opt-in, opt-in

can be higher in the competitive market, as shown by the right panel of Figure 8. This is because

competition restrains the firm’s ex-post price discrimination power. Privacy rights always lead to

higher demand in a competitive market, due to the zero first-period price.

4.3.3. Consumer Surplus, Firm Profit and Social Welfare: Comparing Proposition 3

and Proposition 4 also leads to Corollary 5 (proof in Appendix).

Corollary 5. In a competitive market, (under Assumption 1), privacy rights leads to:

• higher consumer surplus for ∀v ∈ [0,1],

• lower firm profit when c is relatively low, higher firm profit when c is intermediate, s is relatively

low and µ is relatively high, and the same zero profit when c is sufficiently high,

• lower social surplus when c is relatively low, and higher social welfare when c is relatively high.
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v (μ-σ)v-s
c

s

(μ-σ)v

Second-Period Price

for Personalized Service

Without Privacy Rights

Privacy Rights

(a) Second-period price for personalized service

0.5 1.0 1.5 2.0 2.5
c

0.2

0.4

0.6

0.8

1.0

First-Period

#Consumers

Without Privacy Rights

Opt-in under Privacy Rights

Purchase under Privacy Rights

(b) First-period demand and opt-in

Figure 8 Price, demand and opt-in with and without privacy rights for a competitive market

(σ= 1, µ= 5, δ= 0.8 and s= 0.5).
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Figure 9 Effect of GDPR privacy rights in a competitive market

(σ= 1, µ= 5, δ= 0.8 and s= 0.5).

Figure 9 illustrates the welfare implications stated in Corollary 5 for s= 0.5. In a competitive

market, privacy rights always lead to higher consumer surplus for consumers with any valuation.

Recall that this is in contrast to the monopolistic market, where it can reduce surplus for some

consumers because privacy rights raise the first-period price. But in the competitive market, the

first-period price is always zero due to Bertrand competition with or without privacy rights.

Roughly speaking, the impact of privacy rights on firm profit and social welfare in a competitive

market is similar to that in a monopolistic market. When c is relatively low, privacy rights lead

to lower firm profit and social welfare, because given the option to opt out and purchase the basic

good, there are fewer consumers willing to opt in with privacy rights and thus less personalization.
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But when c is relatively high, privacy rights lead to weakly higher firm profit and higher social

welfare. This is because with privacy rights, consumers can opt out and only purchase the basic

good—something that is not feasible without privacy rights.

Notably, even in a competitive market, privacy rights can generate higher profit for firms when

the expected privacy breach cost is intermediate, because with intermediate c, consumers are

reluctant to purchase without privacy rights. In contrast, the right to be forgotten and the right

to data portability provide consumers more protection against ex post price discrimination; so

consumers opt-in more. Overall, therefore under competition, more data is generated with privacy

rights as shown by Figure 8, and this raises firm profit.

4.4. Data Security and Privacy Breach Cost

Similar to the monopolistic case, we can examine the comparative statics around data security and

privacy breach cost by the following corollary (proof in Appendix).

Corollary 6. In a competitive market under Assumption 1, consumer opt-in, consumer sur-

plus and each firm’s profit strictly decrease with consumers’ privacy cost c for c <max{δ(µ−s)/(1+

δ), δσ}. They stay constant with c for c≥max{δ(µ− s)/(1 + δ), δσ}.

Different from the monopolistic case in Corollary 3, we find a lower privacy breach cost c brought

about by data security mandates always weakly benefits the consumers in a competitive market,

because competition drives all firms to always offer a basic good at zero price in the second period;

in comparison, in a monopoly market, a lower c leads to a smaller segment of consumers who

opted out, which may induce the firm to stop offering the basic good for these consumers so as to

minimize cannibalization of consumers who opted in.

5. Extensions

We consider three extensions of our main model: (1) where consumers do not need to purchase

but still decide whether to opt in in the first period; consequently learning about consumers arises

only from a panel of browsing/usage data without purchase (e.g., freemium product), and not from

purchase; (2) where firm’s breach cost is endogenous based on investments in breach protection;

and (3) relaxing the zero price bound in the first period for the competition model.
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5.1. Learning Based on Browsing (and Usage) History Data

Our main model focuses on consumers’ post-purchase data. Alternatively, one could think of a

setting where consumers decide whether to opt in to browse a firm’s product prior to making a

purchase, or they could obtain a trial/freemium good without purchase and then browse/use it

during this initial period. For some product categories, the panel data of browsing and usage history

can be rich enough to let the firm learn about consumers’ preference, v without an actual purchase.

To account for such settings, we modify the main model of monopoly by exogenously setting the

first-period price to be zero. That is, consumers may browse and experience the product without

purchase, so there is no contractual purchase data generated. However, they still need to decide

whether to opt in or not for personal data collection—which allows them to enjoy personalized

products in the next period, but this also exposes them to privacy breach risk in the first and

second periods. In Online Appendix A, we solve the equilibrium for this model with and without

privacy rights.

Figure 10 compares the consumer surplus, firm profit and the social welfare with and without

privacy rights. While the general findings regarding to firm profit and social welfare are similar to

that of the main model, we find that prominently, the consumer surplus is always higher under

privacy rights when learning is based on the browsing data. This is quite intuitive. Recall that the

reason why consumer surplus may be lower under privacy rights in the main model is that the

firm is less incentivized to subsidize consumer purchase when purchase and opt-in are separated by

privacy rights. Here, with the first-period price exogenously fixed at zero, the firm cannot subsidize

for consumer purchase anymore, and we find that the consumer surplus is always higher with

privacy rights, which, not surprisingly, is more in line with the competition case.

Further, note that the main model of competition features zero equilibrium first-period price.

This implies that the first period can be reinterpreted as the time period where consumers browse

the firms’ products and the firms learn about consumer preference via their browsing data.
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Figure 10 Welfare impact of GDPR in a monopolistic market when learning is based on browsing data

(σ= 1, µ= 5 and δ= 0.8).

5.2. Endogenous Breach Costs

In the main model we assumed that the breach probability and breach costs are exogenous. As

mentioned earlier, we may interpret this exogenous breach probability as based on the level of

security incorporated into baseline commercial IT systems and known best practices at a given

time. In this extension, we consider the case where firms can further reduce breach probabilties and

costs from the baseline through additional specialized endogenous investments in data security.

Let c= bL be the baseline privacy breach cost, given the baseline breach probability b. Suppose,

the monopolist can reduce the breach cost to c̃, by reducing the breach probability to b̃ by making

an investment I(c̃) = γ(c− c̃)2/2 = γ((b− b̃)L)2/2. This cost function accounts for the fact that the

cost function is convex both in the reduction of the breach probability and the loss (which proxies

for value). Then the firm’s profit taking into account the investment needed to achieve a breach

cost of c̃ is π(c̃)− γ(c− c̃)2/2. The first-order optimality condition implies that the firm’s optimal

choice of c as c∗, which satisfies that π′(c∗) = γ(c∗− c).

Figure 11 shows the results for endogenous breach cost c∗, opt-in consumer surplus, firm profit

and social surplus with and without privacy rights under endogenous investment in breach cost.

As benchmarks, we overlay the results from the exogenous breach cost analysis in Figure 4.

Figure 11(a) produces several insights. As expected all endogenous breach cost outcomes are

below the exogenous breach cost; i.e., all endogenous costs are at or below the 45 degree line.

Further, in the case with endogenous breach cost, under privacy rights, rather than let the trade
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Figure 11 Outcomes with endogenous privacy breach cost.

(σ= 1, µ= 5 δ= 0.8, and γ = 1).

in goods and data separate when c > .8, firms invest effort to reduce c∗ to below 0.8 for c < 1.95.

Beyond that point, the firm makes zero investment in reducing costs and the endogenous breach
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cost remains the same as exogenous cost. In contrast, when there are no privacy rights, the firm

continues to invest in reducing data breach cost for larger values of c so as to incentivize consumers

to make a purchase, as the exchange of goods and data are bundled together.

In Figure 11(b), notice that the firm profit with privacy rights under exogenous breach cost

decreases with c sharply for c < δσ= 0.8. This gives the firm a strong incentive to reduce c when c

is endogenized. Consequently, for c not very high (c < 1.95), we find that the endogenous c∗ with

privacy rights is lower than that without privacy rights. A lower c∗ increases consumer opt-in and

we find that it is possible to have more consumer opt-in with privacy rights under endogenous

breach cost. As for consumer surplus, the finding under endogenous breach cost is qualitatively

similar to that under exogenous breach cost—we still have consumer surplus to be lower (higher)

when the breach cost c is low (high). Further, firm profit under endogenous breach cost is also

qualitatively similar to the main model under exogenous breach cost. However, with endogenous c,

firm profits are higher with privacy rights for almost all values of c, except for a very small region.

Lastly, the comparison of social welfare with and without privacy rights is more complex under

endogenous breach cost, but the finding that social welfare is higher with privacy rights under a

high breach cost, due to the separation of data and product exchange remains robust.

We can also examine the impact of the cost of data security mandates (fines) under endogenous

breach costs. In particular, suppose the firm expects a fine of (1−v∗M)bΛ from the regulator, where Λ

is the expected fine for breaching each consumer’s privacy and (1−v∗M) is the number of consumers

who have opted in. Given b= c/L, we can rewrite the expected fine as F (c) = (Λ/L)(1−v∗M)c. Then

the firm’s profit taking into account both the fine and the investment cost to achieve a breach cost

of c̃ is π(c̃)−γ(c− c̃)2/2−F (c̃). The first-order optimality condition implies that the firm’s optimal

choice of c as c∗, which satisfies that π′(c∗) = γ(c∗− c) + (Λ/L)[(1− v∗M)− c(∂v∗M/∂c)]. Under this

setup, obviously, the firm’s profit decreases with Λ; that is, a higher fine will make the firm worse

off. The firm can partially mitigate the adverse effect of a higher Λ by investing more to reduce

c. This is shown by Figure 12: both c∗ and firm profit decrease with Λ. Combining the finding
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here with those in the main model implies that data security mandates can have both positive and

negative impacts on firm profit. While the data security technology development across the board

reduces baseline breach costs which then indirectly increases the profits of all individual firms; the

fines associated with data security mandates will directly hurt each firm’s profit.

1 2 3 4
c

1

2

3

4

c*
Λ/L=0.5

1 2 3 4
c
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1.5

2.0

Firm Profit
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c

1

2

3

4

c*
Λ/L=1

1 2 3 4
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2.0

Firm Profit
Λ/L=1

Figure 12 Effect of privacy breach fine on firm’s investment in data security and profit. The blue solid line is

the benchmark case under Λ = 0; the red dashed line is under the specification of Λ/L marked in the plot.

5.3. Relaxing Price Bound in Competition

In the main competition model, we assumed a lower bound of zero on the first-period price. We

relax this restriction here so that the first-period price with and without privacy rights could differ.

In particular, without the price bound, Bertrand competition will result in zero total profit from

the two periods for each firm. As each firm makes positive profit in the second period, the first-

period price will be negative. We compare models with and without privacy rights after relaxing

the price bound.
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In the model with privacy rights, it is easy to show that the cutoff on consumer valuation, v∗C

remains the same, because the first-period price only impacts a consumer’s purchase decision, but

not her opt-in decision. Moreover, regardless of whether the first-period price is zero or negative,

all consumers will make a purchase. This implies that after relaxing the price bound, the market

equilibrium does not change except that p∗1c =−δ
∫ 1

v∗
C
r∗C(v)dv=−nπ∗C , where we use subscript “c”

to denote the competition case without price bound. As shown by Figure 7, π∗C has an inverse U

shape with transferability, s. This immediately implies that p∗1c has a U shape with s. That is, the

firm tends to offer the deepest discount to induce consumers to opt in when s is intermediate.

The model without privacy rights is more complicated, because purchase and opt-in decisions

are not separable and a lower first-period price induces more consumers to opt in.17

vc
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Figure 13 Outcomes without price bound in the first period.

(σ= 1, µ= 5, δ= 0.8 and s= 0.5).

It is difficult to analytically compare the equilibrium of the two models; so, we present a com-

parison for a specific set of parameters in Figure 13 to gain intuition. The left panel plots vBc and

compares it with vBC and v∗C . Without price bound, the first-period price, pBc < p
B
C = 0, which leads

to vBc < v
B
C . That is, a lower first-period price induces more consumers to opt in. But comparing vBc

and v∗C shows that opt-in is qualitatively similarly with or without price bound: fewer consumers

opt-in under privacy rights at low c, but more consumers opt in with privacy rights for high c.

17 The equilibrium analysis is presented in Online Appendix B.
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The right panel plots and compares consumer surplus. In the main model with price bound, pri-

vacy rights lead to higher consumer surplus; without price bound, the result is qualitatively the

same. To summarize, our limited numeric analysis suggests that our findings from the competition

model with price bound remins robust, even if we relax the zero lower bound assumption on the

first-period price.

6. Conclusion

The paper provides a formal treatment of the long-term effects of GDPR on data-driven markets.

We identified two key features of GDPR centered around privacy rights and data security and

develop a parsimonious model that captures the effects (i) of privacy rights and (ii) data secu-

rity mandates that reduce privacy risk. By embedding these features in a two period model that

endogenizes the intertemporal tradeoffs and separates the purchasing and data decisions made by

the consumer, and allowing firms (i) to “pay” customers to share data with price subsidies, and

then use the data to (2) personalize the product and (3) price discriminate, we gain insight on

how GDPR will impact data-driven markets in equilibrium. The model accommodates both the

intrinsic and instrumental elements of privacy. Economic factors such as price subsidies for opt-in,

product customization and price discrimination effects accommodate the “instrumental” elements

impacting data privacy choices, while the loss due to loss of privacy from data breaches captures

the “intrinsic” element of privacy.

6.1. Findings and Implications

Our results suggest that the equilibrium implications of GDPR are nuanced. First, we consider how

opt-in and data availability is impacted by GDPR. Since GDPR simultaneously expands privacy

rights (which reduces opt-in) and reduces breach cost (which increases opt-in), the net effect of

GDPR can be to either increase or reduce opt-in and the availability of data in data-driven markets.

See Figures 3b and 8b on consumer opt-in for the monopolistic and competition cases. However,

as can be seen in the endogenous case (see Figure 11), for a large range of breach costs, data opt-in

and consumer surplus will be higher under GDPR. Thus our model predictions are consistent with
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the empirical findings in recent work that opt-in increased at a European telco after GDPR was

introduced (Godinho de Matos and Adjerid 2020). However, we note the increased opt-in in our

model does not arise from privacy rights (e.g., explicit consent) alone, but from the complementary

impact of increased data security through GDPR. Further, we show that privacy rights alone will

weakly reduce opt-in and the volume of consumer data available in data-driven markets. However,

even this is always not bad news for firms and consumers. When breach costs are high, privacy

rights increase trade in goods and increase firms and consumer surplus in both monopolistic and

competitive markets by separating goods and data exchange.

Second, consumer surplus is always higher with privacy rights in competitive markets but could

be lower in monopolistic markets. The reduction in consumer surplus is not because firms have

higher profits; instead, firm profits are also lower, making this a lose-lose region of breach costs.

What is interesting is that the fall in profits in this region of breach costs is so high, that when

we allow privacy breach costs to be endogenous, the region in which consumer surplus is lower

becomes much smaller as firms invest to reduce breach cost. Finally, we find that the gain in surplus

with privacy rights is substantially larger for high valuation customers, who can most benefit from

product customization and data-driven markets. This result arises because the right to be forgotten

and right to portability limit the “hold up” problem faced by the high valuation customers.

Finally, reducing breach costs weakly increases surplus for consumers and firms in competitive

markets and mostly in monopolistic markets with and without privacy rights. When the breach

costs are extremely high, reducing breach costs may not be very effective to increase consumer or

firm surplus. In such situations it may be best to not collect data at all—especially for data where

the loss from breaches are very large. However below this high threshold, a reduction in breach

cost is mostly welfare enhancing for both consumers and firms.

6.2. Limitations and Future Research

We now discuss limitations and assumptions in our current framework that offer opportunities for

future research. Our analysis focused on first party data, given that GDPR places responsibilities
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on first parties. We discussed how our framework is applicable to also study the personalization

and data security tradeoffs when first parties may share their data with third parties. However,

there needs to be more nuanced analysis of the data sharing incentives of firms with third parties in

the presence of regulations in terms of how such regulations can impact pricing and monetization.

While such issues have been considered (e.g., Pancras and Sudhir 2007, Bergemann and Bonatti

2015), further work is needed around these issues in the presence of regulations like GDPR.

Our competitive analysis assumed symmetric firms in perfect competition. In Online Appendix

C, we analyze ex-ante asymmetric/differentiated firms. We are able to fully characterize the equi-

librium outcome under privacy rights when the ex-ante asymmetry/differentiation among firms

is not too high. We find that consumer opt-in is reduced as the firms become more ex-ante dif-

ferentiated, because the equilibrium first- and second-period prices are higher. We also find that

the market segmentation under equilibrium is similar to that in Case C of Figure 2a except that

there is a new segment of consumers who opt out and delay their purchase to the second period.

However, this analysis remains largely silent about whether regulations such as GDPR are more

beneficial or challenging for smaller/ larger firms, or low/high quality firms because in our analysis,

the preferred high-quality firm will get all consumer demand and the remaining low-quality firms

have zero demand. Addressing these questions requires a model of competition where firms are

ex-ante both vertically and horizontally differentiated: a potential direction for future research.

In this paper, we assume that firms get a perfect signal of consumer valuation regardless of how

many consumers share data in the first period. However, the precision of the signal may depend

on how many consumers share their data with the firm. Our analysis implies that GDPR reduces

consumer opt-in and thus data availability in the market, which could reduce the firms’ signal

precision on consumers who opted in. This may compromise the firms’ ability to personalize and

thus further reduce the consumer opt-in. It would be an interesting future research direction to

fully endogenize signal precision.

Finally, while we focused our paper on GDPR, the current gold standard for data protection reg-

ulations, more research is needed on variants being introduced in other jurisdictions. For example,
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California has introduced its own privacy regulations starting January 2020, and states like New

York are studying the issues. Industry is lobbying the federal government in the US for unified

national privacy regulation, so that they can have a unified privacy policy across the country. We

hope our framework will provide a basis for regulators to evaluate how various features of privacy

regulations will impact personal data driven markets. Firms can also use insights from our model

to understand how they should navigate such regulations.
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Appendix

Proof of Proposition 1:

Proof. The definitions of v∗1 and P ∗1 are given by:

v∗1 ≡max

{
1 + δσ+ (1 + δ)c

2 + δ+ δµ+ δσ
,
c

δσ

}
,

P ∗1 ≡max

{
(1 + δσ)2− (1 + δµ− δ2σ)c

2 + δ+ δµ+ δσ
,
c

δσ

}
.

Now, to solve the firm’s profit maximization problem, let’s consider two cases.

(1) p1 ≤ c/(δσ). Then, equation (4) implies that v∗M(p1) = c/(δσ)≥ p1, based on which, the firm’s

profit function can be simplified as,

π(1)(p1) =−p21 + p1 + · · · ,

where · · · represents an expression that does not depend on p1. π
(1)(p1) is a quadratic function of

p1 that achieves the unconstrained maximum at p
(1)
1 = 1/2.

(2) p1 > c/(δσ). Then, equation (4) implies that v∗M(p1) = (p1 + c)/(1 + δσ) < p1. There are two

subs to consider depending on the comparison between v∗M(p1) and 1/
√

2 in the expression of the

firm’s profit function.

a. If v∗M(p1) = (p1 + c)/(1 + δσ)> 1/
√

2 (or equivalently, p1 > (1 + δσ)/
√

2− c), we have

π(2a)(p1) =−2 + δµ+ δσ

2(1 + δσ)2
p21 +

(
1− (1− δ+ δµ− δ2σ) c

(1 + δσ)2

)
p1 + · · · ,

which is a quadratic function of p1 that achieves unconstrained maximum at

p
(2a)
1 =

(1 + δσ)2− (1− δ+ δµ− δ2σ) c

2 + δµ+ δσ
.

b. Otherwise, if v∗M(p1) = (p1 + c)/(1 + δσ)≤ 1/
√

2 (or equivalently, p1 ≤ (1 + δσ)/
√

2− c), we have

π(2b)(p1) =−2 + δ+ δµ+ δσ

2(1 + δσ)2
p21 +

(
1− (1 + δµ− δ2σ) c

(1 + δσ)2

)
p1 + · · · ,

which is a quadratic function of p1 that achieves unconstrained maximum at

p
(2b)
1 =

(1 + δσ)2− (1 + δµ− δ2σ) c

2 + δ+ δµ+ δσ
.
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Next, we utilize the results above to identify the maximizing p1 for the firm’s profit function.

Particularly, there are three cases to consider.

1. δσ/
√

2≤ c < δσ.

First notice that (2b) requires (1+δσ)/
√

2−c≥ p1 > c/(δσ), which implies that c < δσ/
√

2.

Therefore, (2b) is impossible.

Next, let’s show that π(2a)(p1) decreases with p1 for p1 > c/(δσ). In fact, we only need

to show that p
(2a)
1 ≤ c/(δσ), which is equivalent to c ≥ δσ(1 + δσ)/(2 + δµ − δ2σ). Given

c ≥ δσ/
√

2, we only need to show δσ/
√

2 ≥ δσ(1 + δσ)/(2 + δµ− δ2σ), or equivalently, µ >(√
2 + δ

)
σ− (2−

√
2)/δ, which holds under Assumption 1.

Finally, notice that for p1 ≤ c/(δσ), we have π(1)(p1) achieves the maximum at p
(1)
1 = 1/2.

To summarize, we have p∗1M = p
(1)
1 = 1/2, 1> v∗M(p∗1M) = c/(δσ)≥ 1/

√
2> p∗1M , and corre-

spondingly, by equation (3), p∗2M = p∗2M(p∗1M) = 1/2.

2. δσ/
√

2> c> δσ/2.

First, let’s show that π(2b)(p1) decreases with p1 for (1+δσ)/
√

2−c≥ p1 > c/(δσ). In fact, we

only need to show that p
(2b)
1 ≤ c/(δσ), which is equivalent to c≥ (1+ δσ)δσ/(2+ δ+ δµ− δ2σ).

Given c > δσ/2, we only need to show δσ/2≥ (1 + δσ)δσ/(2 + δ+ δµ− δ2σ), or equivalently,

µ> (2 + δ)σ− 1, which holds under Assumption 1.

Next, let’s show that π(2a)(p1) decreases with p1 for p1 > (1 + δσ)/
√

2− c. In fact, we only

need to show that p
(2a)
1 ≤ (1 + δσ)/

√
2− c, which is equivalent to c < (

√
2 + δ(µ+ σ)/

√
2−

(1 + δσ))/(1 + δ). Given c < δσ/
√

2, we only need to show δσ/
√

2< (
√

2 + δ(µ+σ)/
√

2− (1 +

δσ))/(1 + δ), or equivalently, µ>
(√

2 + δ
)
σ− (2−

√
2)/δ, which holds under Assumption 1.

Finally, notice that for p1 ≤ c/(δσ), we have π(1)(p1) achieves the maximum at p
(1)
1 = 1/2.

To summarize, we have p∗1M = p
(1)
1 = 1/2, 1/

√
2> v∗M(p∗1M) = c/(δσ)> 1/2 = p∗1M , and cor-

respondingly, by equation (3), p∗2M = p∗2M(p∗1M) = 1.

3. c≤ δσ/2.

First, notice that following the same argument as 2, we have that π(2a)(p1) decreases with

p1 for p1 > (1 + δσ)/
√

2− c.
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Next, notice that for p1 ≤ c/(δσ)≤ 1/2, we have that π(1)(p1) increases with p1.

Lastly, we would like to see whether p1 = p
(2b)
1 satisfies (1 + δσ)/

√
2− c ≥ p1 > c/(δσ). In

fact, (1 + δσ)/
√

2− c ≥ p(2b)1 is equivalent to c ≤ (
√

2 + δ(1 + µ+ σ)/
√

2− (1 + δσ))/(1 + δ),

which always holds because it is straightforward to verify that c ≤ δσ/2 ≤ (
√

2 + δ(1 + µ+

σ)/
√

2− (1 + δσ))/(1 + δ) always holds. On the other hand, p
(2b)
1 > c/(δσ) is equivalent to

c < (1 + δσ)δσ/(2 + δ+ δµ− δ2σ).

Therefore, we have p∗1M = v∗M(p∗1M) = c/(δσ) if (1 + δσ)δσ/(2 + δ + δµ− δ2σ) ≤ c ≤ δσ/2;

p∗1M = p
(2b)
1 and v∗M(p∗1M) = (1 + δσ+ (1 + δ)c)/(2 + δ+ δµ+ δσ) if c < (1 + δσ)δσ/(2 + δ+ δµ−

δ2σ). Equivalently, p∗1M = P ∗1 and v∗M(p∗1M) = v∗1 . Correspondingly, p∗2M = p∗2M(p∗1M) = 1.

The three cases above correspond to the first three cases in the proposition. Moreover, for the

above analysis, we require v∗M(p∗1M)< 1, which is equivalent to c < δσ. On the other hand, if c≥ δσ,

no consumer will opt in in the first period. Consumers’ purchase decisions in the two periods

become independent. They will make a purchase in the first period if and only if v≥ p1, and make

a purchase in the second period if and only if v≥ p2. The firm’s optimal prices in the two periods

are p∗1M = p∗2M = 1/2. This is the last of the proposition.

Proof of Proposition 2:

Proof. In equilibrium, consumers with valuation of the basic good, v above a threshold vBM(p1)

will purchase in the first period, given the firm’s first-period price p1. We will verify this threshold

structure below.

Second Period: Consider a consumer with v≥ vBM(p1) who has purchased in the first period. In

the second period, the consumer learns her κ. Given the firm’s price r(v), if the consumer continues

to purchase from the firm, she expects utility of (1 + κ)v − r(v) − c; on the other hand, if the

consumer decides to take the outside option, she cannot erase her data from the firm so she still

needs to pay the privacy compromise cost of −c. The firm does not observe κ. His profit is

r(v)Pr (r(v)≤ (1 +κ)v) =
r(v)

2
[1 (r(v)≤ (1 +κL)v) +1 (r(v)≤ (1 +κH)v)] .
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To maximize profit, the firm sets the price

rBM(v) = max

{
(1 +κL)v,

1

2
(1 +κH)v

}
= (1 +κL)v= (1 +µ−σ)v,

where for the second equality above to hold, we need µ≥ 3σ−1, which is satisfied under Assumption

1. Given rBM(v), Consumers with κ= κH , κL will both continue to purchase in the second period.

Now consider a consumer with v < vBM(p1) who has not made a purchase in the first period. In

the second period, given the firm’s price p2, the consumer will purchase if and only if v−p2−c≥ 0.

Therefore, the firm’s profit from this type of consumers is p2[v
B
M(p1)− (p2 +c)]. The firm maximizes

profit by choosing p2 = pB2M(p1), where

pB2M(p1) =
vBM(p1)− c

2
. (5)

First Period: Given the firm’s price p1, a consumer with valuation v will make a purchase if

and only if

v− p1− c+ δE
[
(1 +κ)v− rBM(v)− c

]
≥ δ(v− pB2M(p1)− c),

which is equivalent to v ≥ (p1 + c− δpB2M(p1))/(1− δ + δσ). This verifies the threshold structure

and further implies that

vBM(p1) =
p1 + c− δpB2M(p1)

1− δ+ δσ
. (6)

We can solve the equilibrium price in the second period by combining equations (5) and (6):

vBM(p1) =
2p1 + (2 + δ)c

2− δ+ 2δσ
,

pB2M(p1) =
p1 + δ(1−σ)c

2− δ+ 2δσ
.

The firm’s profit maximization problem in the first period is as the following:

max
p1

∫ 1

vB
M

(p1)

(
p1 + δrBM(v)

)
dv+ δpB2M(p1)

[
vBM(p1)− (pB2M(p1) + c)

]
.

The first-order optimality condition implies the equilibrium price

pB1M =
(2− δ+ 2δσκ)2− [4 + 4δ− δ2 + 2δ2σ+ 2δ(2 + δ)µ] c

2(4− δ+ 2δµ+ 2δσ)
≡ PB

1 . (7)
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It is easy to verify that the second-order optimality condition is satisfied. Given pB1M = PB
1 , we

define vB1 ≡ vBM(PB
1 ) and vB1 ≡ pB2M(PB

1 ) + c correspondingly.

In the above analysis, we have implicitly assumed that vBM(PB
1 )≥ c so that it is profitable for

the firm to sell in the second period to some consumers who didn’t make a purchase in the first

period. vBM(PB
1 )≥ c is equivalent to c≤ (2− δ+ 2δσ)/(2− δ+ 2δµ+ 2δσ), which also implies that

vBM(PB
1 )≤ 1. On the other hand, when c > (2−δ+2δσ)/(2−δ+2δµ+2δσ), consumers who do not

make a purchase in the first period also do not make a purchase in the second period in equilibrium.

We analyze this next.

In the second period, for consumers with v ≥ vBM(p1), the firm still sets the price rBM(v) = (1 +

κL)v. In the first period, given the firm’s price p1, a consumer with valuation v will make a purchase

if and only if,

v− p1− c+ δE[(1 +κ)v− rBM(v)− c]≥ 0.

This implies that,

vBM(p1) =
p1 + (1 + δ)c

1 + δσ
.

The firm’s profit maximization problem in the first period is

max
p1

∫ 1

vB
M

(p1)

(p1 + δrBM(v))dv.

The optimality condition implies the equilibrium price

pB1M =
(1 + δσ)2− (1 + δ)(1 + δ+ δµ)c

2 + δ+ δµ+ δσ
. (8)

First, we require vBM(pB1M)≤ 1; otherwise no consumer will make a purchase in either period. This

is equivalent to

c≤ 1 +
δ

1 + δ
µ.

Second, we require vBM(pB1M)< c, otherwise, the firm will serve consumers with v ∈ [c, vBM(pB1M)] in

the second period. This condition is equivalent to

c >
1 + δσ

1 + δµ+ δσ
.
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To summarize, when 1+δ/(1+δ) ·µ≥ c > (1+δσ)/(1+δµ+δσ), we have identified the equilibrium

as in equation (8). Earlier, we have identified the equilibrium as in equation (7) given c≤ (2− δ+

2δσ)/(2− δ+ 2δµ+ 2δσ).

When (1 + δσ)/(1 + δµ+ δσ)≥ c > (2− δ + 2δσ)/(2− δ + 2δµ+ 2δσ), the firm will set p1 such

that vBM(p1) = c, which implies the equilibrium first-period price, pB1M = δ(σ−1)c. We can combine

the two cases of 1 + δ/(1 + δ) · µ ≥ c > (1 + δσ)/(1 + δµ+ δσ) and (1 + δσ)/(1 + δµ+ δσ) ≥ c >

(2− δ+ 2δσ)/(2− δ+ 2δµ+ 2δσ) together by defining vB2 and PB
2 as the following:

vB2 ≡min

{
1 + δσ+ (1 + δ)c

2 + δ+ δµ+ δσ
, c

}
,

PB
2 ≡min

{
(1 + δσ)2− (1 + δ)(1 + δ+ δµ)c

2 + δ+ δµ+ δσ
, δ(σ− 1)c

}
.

Proof of Corollary 1:

Proof. We prove all the bullet points one by one.

• Second-period price: For the benchmark case, Proposition 2 has shown that rBM(v) = (1+κL)v.

For the main with GDPR, Proposition 1 has shown that r∗M(v) = κLv+ min{v, p2}− c≤ rBM(v).

For the price for the basic good, if the basic good is offered under both cases with and without

privacy rights, we notice that

p∗2M − pB2M(PB
1 ) =

1

2
− 2− δ+ 2δσ− (2− δ+ 2δµ+ 2δσ)c

2(4− δ+ 2δµ+ 2δσ)

>
1

2
− 2− δ+ 2δσ

2(4− δ+ 2δµ+ 2δσ)
=

1 + δµ

4− δ+ 2δ(µ+σ))
> 0.

• First-period price: For the benchmark case, Proposition 2 has shown that pB1M = PB
1 for

c ≤ (2− δ + 2δσ)/(2− δ + 2δµ+ 2δσ) and pB1M = PB
2 for (2− δ + 2δσ)/(2− δ + 2δµ+ 2δσ) < c ≤

1 + δ/(1 + δ) · µ. For the main with GDPR, Proposition 1 has shown that p∗1M = P ∗1 for c≤ δσ/2

and p∗1M = 1/2 for c > δσ/2. We prove the claim in two cases.

In the first case, c > δσ/2. Let’s first prove that PB
1 < 1/2. In fact, because PB

1 decreases with c,

we only need to show that 1/2−PB
1 |c=δσ/2 > 0. Notice that,

1

2
−PB

1 |c=δσ/2
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=
1

2
−

(2− δ+ 2δσκ)2− [4 + 4δ− δ2 + 2δ2σ+ 2δ(2 + δ)µ] δσ
2

2(4− δ+ 2δµ+ 2δσ)

=
δ (6− 2δ− (8− 12δ+ δ2)σ− 2(4− δ)δσ2 +µ(4 + 2δ(2 + δ)σ))

16− 4δ+ 8δµ+ 8δσ

≥ δ (8− 2δ+ 2δσ(9 + δ(5 + δ)σ))

16− 4δ+ 8δµ+ 8δσ
> 0,

where the second last inequality is due to µ≥ 1/2 + (2 + δ)σ as implied by Assumption 1.

Next, we prove that PB
2 < 1/2. In fact, by the definition of PB

2 , we only need to show for c > δσ/2,

1/2> [(1 + δσ)2 − (1 + δ)(1 + δ + δµ)c]/(2 + δ + δµ+ δσ), which decreases with c. Thus, we only

need to show that 1/2> [(1 + δσ)2− (1 + δ)(1 + δ+ δµ)δσ/2]/(2 + δ+ δµ+ δσ). Notice that,

1

2
− (1 + δσ)2− (1 + δ)(1 + δ+ δµ)δσ/2

2 + δ+ δµ+ δσ
≥ δ(3 + δσ(7 + 3δ+ 2δ(3 + δ)σ))

2 + δ+ δµ+ δσ
> 0,

where the second last inequality is due to µ≥ 1/2 + (2 + δ)σ as implied by Assumption 1.

So far, we have proved that p∗1M > pB1M for c > δσ/2. Next, we consider the other with c≤ δσ/2.

It is easy to check that both P ∗1 −PB
1 and P ∗1 −PB

2 increase with c by checking that the coefficient

in front of c is positive. This completes the proof.

• Opt-in and demand: According to Propositions 1 and 2, we can write down,

vBM =



2− δ+ 2δσ+ 2c

4− δ+ 2δµ+ 2δσ
, if c≤ 2− δ+ 2δσ

2− δ+ 2δσ+ 2δµ
,

c, if
2− δ+ 2δσ

2− δ+ 2δσ+ 2δµ
< c≤ 1 + δσ

1 + δµ+ δσ
,

1 + δσ+ (1 + δ)c

2 + δ+ δµ+ δσ
, if

1 + δσ

1 + δµ+ δσ
< c≤ 1 +

δ

1 + δ
µ,

1, otherwise.

v∗M =



1 + δσ+ (1 + δ)c

2 + δ+ δµ+ δσ
, if c≤ (1 + δσ)δσ

2 + δ+ δµ− δ2σ
,

c

δσ
, if

(1 + δσ)δσ

2 + δ+ δµ− δ2σ
< c≤ δσ,

1, otherwise.
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The number of consumers opted in with and without privacy rights is 1−vBM and 1−v∗M respectively.

Therefore, we need to prove that vBM ≤ v∗M . Notice that both vBM and v∗M increase with c and are in

[0,1]. This implies for c≤ 1 + δ/(1 + δ) ·µ, we have

vBM ≤
1 + δσ+ (1 + δ)c

2 + δ+ δµ+ δσ
≤ v∗M .

Moreover, for c > 1 + δ/(1 + δ) ·µ, Assumption 1 implies that c > δσ, and thus vBM = v∗M = 1. This

completes the proof for the claim regarding to opt-in.

Next, notice that without privacy rights, the first-period demand is equal to the number of

consumers who opt in, 1− vBM ; with privacy rights, the first period demand is equal to 1− v∗M

for c < δσ/2 and 1/2 otherwise. Therefore, for c < δσ/2, the first-period demand is higher without

privacy rights. Meanwhile, it is straightforward to show that vBM is continuous and increasing with

c and vBM = 1 for c > 1+ δ/(1+ δ) ·µ. This implies that for c≥ δσ/2, there exists a threshold, under

which, the first-period demand is higher without privacy rights, and above which, the first-period

demand is higher with privacy rights.

Proof of Corollary 2:

Proof. First, let’s calculate consumer welfare CB
M and the firm’s profit πBM in the benchmark case,

given which, we have the social welfare, SBM =CB
M +πBM .

If 0≤ c≤ (2− δ+ 2δσ)/(2− δ+ 2δµ+ 2δσ),

CB
M =

∫ 1

vB
M

(PB1 )

[
v−PB

1 − c+ δ((1 +µ)v− rBM(v)− c)
]
dv+ δ

∫ vBM (PB1 )

rB
M

(PB1 )+c

(v− rBM(PB
1 )− c)dv,

πBM =

∫ 1

vB
M

(PB1 )

(PB
1 + δrBM(v))dv+ δ

[
vBM(PB

1 )− (rBM(PB
1 ) + c)

]
rBM(PB

1 ).

If (2− δ+ 2δσ)/(2− δ+ 2δµ+ 2δσ)< c< 1 + δ/(1 + δ) ·µ,

CB
M =

∫ 1

vB2

[
v−PB

2 − c+ δ((1 +µ)v− rBM(v)− c)
]
dv,

πBM =

∫ 1

vB2

(PB
2 + δrBM(v))dv.
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If c≥ 1 + δ/(1 + δ) ·µ, no consumer purchases in either period.

CB
M = πBM = 0.

Next, we calculate consumer surplus C∗M and firm profit π∗M with privacy rights, given which,

the social welfare S∗M =C∗M +π∗M . There are four cases to consider as implied by Proposition 1.

First, if 0≤ c≤ δσ/2, we have that

C∗M =

∫ 1

v∗1

[v−P ∗1 − c+ δσv]dv,

π∗M =

∫ 1

v∗1

[P ∗1 + δ ((µ−σ+ 1)v− c)]dv.

Second, if δσ/2< c≤ δσ/
√

2, we have that

C∗M =

∫ 1

c
δσ

(
v− 1

2
− c+ δσv

)
dv+

∫ c
δσ

1
2

(
v− 1

2

)
dv

π∗M =

∫ 1

c
δσ

[
1

2
+ δ ((µ−σ+ 1)v− c)

]
dv+

∫ c
δσ

1
2

1

2
dv.

Third, if δσ/
√

2< c< δσ, we have that

C∗M =

∫ 1

c
δσ

[
v− 1

2
− c+ δ

(
(1 +σ)v− 1

2

)]
dv+ (1 + δ)

∫ c
δσ

1
2

(
v− 1

2

)
dv

π∗M =

∫ 1

c
δσ

[
1

2
+ δ

(
(µ−σ)v+

1

2
− c
)]

dv+ (1 + δ)

∫ c
δσ

1
2

1

2
dv.

Lastly, if c≥ δσ, we have that

C∗M = (1 + δ)

∫ 1

1
2

(
v− 1

2

)
dv,

π∗M = (1 + δ)

(
1

2

)2

,

which do not depend on c.

• Consumer welfare: First notice that for c≥ 1 + δ/(1 + δ) · µ, C∗M > 0 =CB
M . We only need to

show that for c= 0, C∗M <CB
M . Then, by the continuity of C∗M with respect to c except at c= δσ/

√
2
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and continuity of CB
M with respect to c, we have proved the first half of the original statement in

this bullet point. In fact, under c= 0, we have that

CB
M −C∗M =

H(µ)

8(2 + δ+ δµ+ δσ)2(4− δ+ 2δµ+ 2δσ)2
,

where H(µ)≡δ
(
48 + 44δ− 12δ3 + δ4

)
+ 2δ2

(
32 + 26δ+ 14δ2− 3δ3

)
σ+ δ3

(
20− 12δ+ 13δ2

)
σ2

+ 4(2− 3δ)δ4σ3 + 4δ5σ4 +µ3
(
−8(−4 + δ)δ4 + 32δ5σ

)
+µ2

(
δ3
(
116 + 16δ− 15δ2

)
+ 8δ4(17 + 5δ)σ+ 20δ5σ2

)
+µ

(
2δ2
(
64 + 40δ− 14δ2− 3δ3

)
+ 2δ3

(
76 + 64δ+ δ2

)
σ+ 8δ4(2 + 3δ)σ2− 8δ5σ3

)
.

We only need to prove that H(µ)> 0. In fact, notice that µ≥ 1/2 + (2 + δ)σ by Assumption 1.

H ′′′(µ) = 48δ4(4− δ+ 4δσ)> 0,

H ′′(1/2 + (2 + δ)σ) = 2δ3
(
116 + 64δ− 27δ2

)
+ 16δ4

(
41 + 17δ− 3δ2

)
σ+ 8δ5(53 + 24δ)σ2 > 0.

These two together imply that H ′′(µ)> 0. Moreover,

H ′(1/2 + (2 + δ)σ) =δ2
(
128 + 196δ+ 12δ2− 27δ3

)
+ 2δ3

(
308 + 376δ+ 43δ2− 27δ3

)
σ

+ 4δ4
(
236 + 239δ+ 44δ2− 6δ3

)
σ2 + 8δ5

(
57 + 53δ+ 12δ2

)
σ3 > 0.

This in turn implies that H ′(µ)> 0. Moreover,

H(1/2 + (2 + δ)σ) =δ

(
48 + 108δ+ 69δ2− 18δ3− 27δ4

4

)
+ δ2

(
320 + 648δ+ 346δ2− 33δ3− 27δ4

)
σ

+ δ3
(
788 + 1396δ+ 690δ2 + 22δ3− 27δ4

)
σ2

+ 4δ4
(
210 + 326δ+ 157δ2 + 18δ3− 2δ4

)
σ3

+ 4δ5
(
81 + 114δ+ 53δ2 + 8δ3

)
σ4 > 0.

This implies that H(µ)> 0.
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• Firm profit: First notice that for c ≥ 1 + δ/(1 + δ) · µ, π∗M > 0 = πBM . We next show that for

for c= 0, π∗M > πBM . Then, by the continuity of π∗M and πBM with respect to c, we have proved the

original statement. In fact, under c= 0, we have that

π∗M −πBM =
δ (2 + 2δ+ δ2 (−1 + 3σ− 2σ2) + δµ(4− δ+ 4δσ))

(2 + δ(1 +µ+σ))(16 + δ(−4 + 8µ+ 8σ))

≥
δ
(

2 + 4δ− 3δ2

2
+ δ (8 + 7δ− δ2)σ+ 2δ2(3 + 2δ)σ2

)
(2 + δ(1 +µ+σ))(16 + δ(−4 + 8µ+ 8σ))

> 0.

where the first inequality is due to two observations: (1) π∗M − πBM increases with µ, (2) µ ≥

1/2 + (2 + δ)σ by Assumption 1. Therefore, for c high and low, we have π∗M > 0 = πBM .

Lastly, let’s show that for c = δσ, πBM > π∗M , which implies that for intermediate c, we have

πBM >π∗M . There are three cases to consider according to Proposition 2. First notice that c= δσ <

1 + δµ/(1 + δ) always holds under Assumption 1.

1. c= δσ≤ (2− δ+ 2δσ)/(2− δ+ 2δµ+ 2δσ), or equivalently, µ≤ (2− δ)/(2δ2σ) + 1/2−σ.

In this case, it is easy to show that πBM − π∗M =H1(µ)/(16− 4δ+ 8δµ+ 8δσ), where H1(µ)

is a second-order polynomial of µ that satisfies that H ′′1 (µ)> 0, H ′1(1/2 + (2 + δ)σ)> 0 and

H1(1/2+(2+δ)σ)> 0. This implies that H1(µ)> 0 for µ≥ 1/2+(2+δ)σ and thus πBM −π∗M >

0.

2. (2 − δ + 2δσ)/(2 − δ + 2δµ + 2δσ) < c = δσ ≤ (1 + δσ)/(1 + δµ + δσ), or equivalently, (2 −

δ)/(2δ2σ) + 1/2−σ < µ≤ 1/(δ2σ)−σ.

By Assumption 1, we have µ≥ (3 + δ)σ, which combined with µ≤ 1/(δ2σ)−σ, implies that

δσ≤ 1/
√

4 + δ < 1/2. This further implies that µ> (2−δ)/(2δ2σ)+1/2−σ > 3/(2δ)−1/2. We

have πBM −π∗M =H2(µ), where H2(µ) is linear of µ that satisfies that H ′2(µ) = δ/2[1− (δσ)2]>

δ/2[1− (1/2)2]> 0. Moreover, utilizing δσ < 1/2, it is easy to show that H2(1/2 + (2 + δ)σ)>

(2δ − 1)/4 and H2(3/(2δ)− 1/2)>−(2δ − 1)/4. These two together implies that H2(µ)> 0,

for µ>max{1/2 + (2 + δ)σ,3/(2δ)− 1/2}. This implies that πBM −π∗M > 0.

3. (1 + δσ)/(1 + δµ+ δσ)< c= δσ < 1 + δµ/(1 + δ), or equivalently, µ> 1/(δ2σ)−σ. In this case,

it is easy to show that πBM − π∗M =H3(µ)/[4(2 + δ+ δµ+ δσ)], where H3(µ) is a second-order
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polynomial of µ that satisfies that H ′′3 (µ)> 0, H ′3(1/2+(2+δ)σ)> 0 and H3(1/2+(2+δ)σ)>

0. This implies that H3(µ)> 0 for µ≥ 1/2 + (2 + δ)σ and thus πBM −π∗M > 0.

• Social welfare: First notice that for c≥ 1 + δ/(1 + δ) ·µ, S∗M > 0 = SBM . We only need to show

that for for c = 0, S∗M < SBM . Then, by the continuity of S∗M and SBM with respect to c, we have

proved the original statement. In fact, under c= 0, we have that

SBM −S∗M =
δH4(µ)

8(2 + δ+ δµ+ δσ)2(4− δ+ 2δµ+ 2δσ)2
,

where we have H4(µ) is a third-order polynomial of µ that satisfies that H ′′′4 (µ) > 0, H ′′4 (1/2 +

(2 + δ)σ)> 0, H ′4(1/2 + (2 + δ)σ)> 0 and H4(1/2 + (2 + δ)σ)> 0. This implies that H4(µ)> 0 for

µ≥ 1/2 + (2 + δ)σ and thus SBM −S∗M > 0 under c= 0.

Proof of Proposition 4:

Proof. In equilibrium, consumers with valuation v ≥ vBC purchase in the first period. We will

verify this threshold structure below.

Second Period: Consider a consumer with v ≥ vBC who has purchased from firm j in the first

period. In the second period, the consumer learns her κ. If the consumer continue to purchase from

firm j, she pays rj(v) and expects utility of (1 + κ)v− rj(v)− c; if she purchases from firm k, she

pays pk2 and expects utility of v− pk2 − c; she can also take the outside option of zero. Therefore,

firm j’s profit from this consumer is

rj(v)Pr
[
(1 +κ)v− rj(v)− c≥max

k

{
v− pk2 − c,0

}]
+ pj2 Pr

[
v− pj2− c >max

k 6=j

{
v− pk2 − c, (1 +κ)v− rj(v)− c,0

}]
.

Similar to the monopolistic above, we can show that if (µ−3σ+1)vBC ≥ c, the firm will set the price

rj(v) = min
{

(1 +κL)v− c,κLv+ maxk 6=j p
k
2

}
to incentivize both κL and κH consumers to continue

to purchase the personalized good from him. By a standard argument, one can show that the

competition drives pk2 to be pB2C = 0 and rj(v) to be rBC (v) = (µ−σ)v+ min{v− c,0}.
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First Period: Bertrand competition among firms drives their price down to pB1C = 0. The con-

sumer will purchase in the first period if and only if her expected utility from the two periods,

v − c + δE[(1 + κ)v − rBC (v) − c] ≥ 0, which is equivalent to v ≥ c/(1 + δσ). This implies that

vBC = c/(1 + δσ). Under Assumption 1, we can verify that indeed, (µ− 3σ+ 1)vBC ≥ c.

Proof of Corollary 4:

Proof. The statement regarding to first-period price and demand is obvious. For the statement

regarding to second-period price and opt-in, we prove them below.

• Second-period price:

r∗C(v) = min{(µ−σ)v− c, s} ≤ (µ−σ)v− c≤ (µ−σ)v+ min{v− c,0}= rBC (v).

• Opt-in: By comparing v∗C = min{[δs+ (1 + δ)c]/(δµ), c/(δσ)} and vBC = c/(1 + δσ), it is straight-

forward to prove the statement.

Proof of Corollary 5:

Proof. For consumer surplus and firm profit with privacy rights, we calculate them in the proof

of Corollary 6. The social welfare S∗C = C∗C + nπ∗C . Here, we calculate the welfare of a consumer

with valuation v, cBC(v), the total consumer welfare CB
C and the firm’s profit πBC in the benchmark

case, and the social welfare SBC =CB
C +nπBC . In fact,

cBC(v) = max
{
v− c+ δ

(
(1 +µ)v− c− rBC (v)

)
,0
}

CB
C =

∫ 1

0

cBC(v)dv=

∫ 1

c
1+δσ

[v− c+ δ
(
(1 +µ)v− c− rBC (v)

)
]dv,

πBC =
δ

n

∫ 1

c
1+δσ

rBC (v)dv.

• Consumer surplus: With privacy rights, the welfare of a consumer with valuation v is,

c∗C(v) = max{v− c+ δ ((1 +µ)v− c− r∗C(v)) , (1 + δ)v}

≥max
{
v− c+ δ

(
(1 +µ)v− c− rBC (v)

)
,0
}

= cBC(v),
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where we have utilized r∗C(v)≤ rBC (v).

• Firm profit: When c= 0, we have vBC = v∗C = 0. Then r∗C(v)≤ rBC (v) implies that

π∗C =
δ

n

∫ 1

0

r∗C(v)dv≤ δ

n

∫ 1

0

rBC (v)dv= πBC .

By continuity of π∗C and πBC respect to c, we have that when c is relatively low, π∗C ≤ πBC .

When c≥ 1 + δσ, we have πBC = 0. Similarly, v∗C increases linearly with c when c is sufficiently

high, v∗C = 1 and π∗C = 0 = πBC .

Lastly, when s < (µ− (1 + δ)σ)/(δσ) and 1 + δσ≤ c < (δµ− δs)/(1 + δ), we have that

π∗C =
s[δµ− (1 + δ)c− δs]

nµ
> 0 = πBC .

1 + δσ≤ c < (δµ− δs)/(1 + δ) implies that µ> 1 + 1/δ+ (1 + δ)σ.

• Social welfare: When c≤min{δσs/[µ− (1 + δ)σ], δσ,1}, we have that

SBC =
(1 + δσ− c)((1 + δσ)(1 + δ+ δµ)− (1 + δ− δµ+ 2δ(1 + δ)σ)c)

2(1 + δσ)2
,

S∗C =
1

2

(
1 + δ− 2c(1 + δ) + δµ+

c2(2(1 + δ)σ−µ)

δσ2

)
.

We have that

SBC −S∗C =
c2(µ+ 2δµσ− (1 + δ)σ(2 + 3δσ))

2δσ2(1 + δσ)2
,

which is greater than zero if and only if

µ>
(1 + δ)σ(2 + 3δσ)

1 + 2δσ
.

Notice that under Assumption 1, we have µ≥ (3 + δ)σ and

(3 + δ)σ >
(1 + δ)σ(2 + 3δσ)

1 + 2δσ
⇔ 1− δ+ (3− δ)δσ > 0,

which always hold. This proves that SBC >S
∗
C for c≤min{δσs/[µ− (1 + δ)σ], δσ,1}.

On the other hand, when c is sufficiently high, we have

S∗C =
1 + δ

2
> 0 = SBC .
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Proof of Corollary 6:

Proof. The statement on opt-in is obvious based on the expression of v∗C . Below, we prove the

statements on consumer surplus and firm profit. Consumer surplus C∗C and each firm’s profit π∗C

are respectively,

C∗C =

∫ 1

v∗
C

[v− c+ δ ((1 +µ)v− c− r∗C(v))]dv+ (1 + δ)

∫ v∗C

0

vdv,

π∗C =
δ

n

∫ 1

v∗
C

r∗C(v)dv.

C∗C and π∗C depend on v∗C and r∗C(v), which take different forms depending on the parameters.

Therefore, we have four cases to consider.

First, s ≤ [µ − (1 + δ)σ]c/(δσ) and c < δ(µ − s)/(1 + δ), under which case, v∗C = (δs + (1 +

δ)c)/(δµ)< 1 and r∗C(v) = (µ−σ)v− c. We have,

∂C∗C
∂c

=
(1 + δ)((1 + δ)c+ δs− δµ)

δµ
< 0,

where the last inequality is due to c < δ(µ− s)/(1 + δ).

∂π∗C
∂c

=−(1 + δ)s

nµ
< 0.

Second, [µ− (1 + δ)σ]c/(δσ)< s≤ µ− σ − c, which implies that c < δσ. Under this case, v∗C =

c/(δσ), and r∗C(v) = (µ−σ)v−c for v∗C ≤ v < (c+s)/(µ−σ) and r∗C(v) = s for (c+s)/(µ−σ)≤ v≤ 1.

We have,

∂C∗C
∂c

=−1− δ+

(
δ

µ−σ
+

1

δσ

)
c+

δs

µ−σ
≤ c− δσ

δσ
< 0,

where the second last inequality is due to s≤ µ−σ− c and the last inequality is due to c < δσ.

∂π∗C
∂c

=−δ
2σ2s+ c(µ− (1 + δ)σ)2

nδ(µ−σ)σ2
< 0.

Thirdly, s > µ− σ − c and c < δσ. Under this case, v∗C = c/(δσ), and r∗C(v) = (µ− σ)v − c for

v∗C ≤ v≤ 1. We have,

∂C∗C
∂c

=
c− δσ
δσ

< 0,
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where the last inequality is due to c < δσ.

∂π∗C
∂c

=− δ
n
− (µ− (1 + 2δ)σ)c

nδσ2
< 0.

Lastly, c≥ δ(µ− s)/(1 + δ) and c≥ δσ, under which case, v∗C ≥ 1. We have C∗C = π∗C = 0.

By continuity of C∗C and π∗C with respect to c, we have proved the corollary.
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Online Appendix

A. Analysis of Model Based on Browsing Data

We use subscript T to denote this case.

With Privacy Rights: We consider the equilibrium where consumers with v ≥ v∗T will opt in

for data collection in the first period; those with v < v∗T will not opt in. We can follow exactly the

same procedure as the main model to analyze the equilibrium except that p1 is set to zero. We

have

v∗T =
c

δσ
.

The second-period price for the basic good is p∗2T = 1/2 if c≥ δσ/
√

2 and p∗2T = 1 otherwise; the

second-period price for the personalized good is r∗T (v, p∗2T ) = r∗M(v, p∗2T ) = (µ−σ)v+min{v, p∗2T}−c.

Without Privacy Rights: Next, we consider the benchmark case when consumers do not

have privacy rights. Following a similar analysis with the monopoly case, one can show that the

personalized price is:

rBT (v) = (1 +κL)v= (1 +µ−σ)v.

Consumers with v≥ vBT make a purchase in the first period, where

vBT = max

{
2 + δ

2− δ+ 2δσ
,

1 + δ

1 + δσ

}
c.

If σ < 1, the firm offers a basic good in the second period to those with v < vBT at the price of

pB2T = (vBT − c)/2; otherwise, if σ ≥ 1, we have vBT ≤ c so consumers with v < vBT will not make a

purchase in the second period.

B. Relaxing Price Bound in Competition

We analyze the equilibrium without privacy rights. Consumers with valuation v ≥ vBc purchase in

the first period, where we use subscript “c” to differentiate with the notation in the main model.

We will verify this threshold structure below.
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Second Period: Consider a consumer with v ≥ vBc who has purchased from firm j in the first

period. In the second period, the consumer learns her κ. If the consumer continue to purchase from

firm j, she pays rj(v) and expects utility of (1 + κ)v− rj(v)− c; if she purchases from firm k, she

pays pk2 and expects utility of v− pk2 − c; she can also take the outside option of zero. Therefore,

firm j’s profit from this consumer is

rj(v)Pr
[
(1 +κ)v− rj(v)− c≥max

k

{
v− pk2 − c,0

}]
+ pj2 Pr

[
v− pj2− c >max

k 6=j

{
v− pk2 − c, (1 +κ)v− rj(v)− c,0

}]
.

Notice that consumers who opted in cannot choose the basic good anymore, so there is no issue

of cannibalization. Consequently, competition always drives pk2 to be pB2c = 0. To determine the

equilibrium personalized price rBc (v), there are two cases to consider. First, if v ≥ c/(µ − 3σ +

1), it is optimal for the firm to satisfy both κH and κL consumers, and we have rBc (v) = (µ −

σ)v+ min{v− c,0}. Otherwise, if v < c/(µ− 3σ+ 1), it is optimal for the firm to only satisfy κH

consumers, and we have rBc (v) = (µ + σ)v + min{v− c,0} = (µ + σ + 1)v − c, where the second

equation is due to v < c/(µ− 3σ+ 1)< c under Assumption 1.

First Period: Bertrand competition among firms drives their profit to be zero. There are two

cases to consider.

First, if vBc ≥ c/(µ − 3σ + 1), all consumers opted in will be offered rBc (v) = (µ − σ)v +

min{v− c,0}, and pB1c =−δ
∫ 1

vBc
rBc (v)dv. A consumer of valuation v will purchase in the first period

if and only if her expected utility from the two periods, v− pB1c− c+ δE[(1 + κ)v− rBc (v)− c]≥ 0,

which is equivalent to

v≥ pB1c + c

1 + δσ
=
c− δ

∫ 1

vBc
[(µ−σ)v+ min{v− c,0}]dv

1 + δσ
= vBc ,

where the inequality above verifies the threshold structure and the second equality above is by

definition. It is straightforward to calculate consumer surplus:

CB
c =

∫ 1

vBc

[
(1 + δσ)(v− vBc ) + δmax{v− c,0}

]
dv.
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Second, if vBc < c/(µ− 3σ + 1), consumers with v ∈ [vBc , c/(µ− 3σ + 1)] will be offered rBc (v) =

(µ+ σ + 1)v − c so that only κH consumers purchase the personalized good; consumers with v ∈

(c/(µ− 3σ+ 1),1] will be offered rBc (v) = (µ−σ)v+ min{v− c,0} so that all of them purchase the

personalized good. Therefore, we have

pB1c =−δ
2

∫ c
µ−3σ+1

vBc

[(µ+σ+ 1)v− c]dv− δ
∫ 1

c
µ−3σ+1

[(µ−σ)v+ min{v− c,0}]dv.

A consumer of valuation v will purchase in the first period if and only if her expected utility

from the two periods, v− pB1c− c+ δ/2[(1 +µ+σ)v− rBc (v)− c]≥ 0, which is equivalent to

v≥ pB1c + c= c− δ
2

∫ c
µ−3σ+1

vBc

[(µ+σ+ 1)v− c]dv− δ
∫ 1

c
µ−3σ+1

[(µ−σ)v+ min{v− c,0}]dv= vBc ,

where the inequality above verifies the threshold structure and the second equality above is by

definition. If the solution of vBc to the above equation is less than zero, we set vBc = 0. That is, all

consumers make a purchase. It is straightforward to calculate consumer surplus:

CB
c =

∫ c
µ−3σ+1

vBc

(v− vBc )dv+

∫ 1

c
µ−3σ+1

[
(1 + δσ)v− vBc + δmax{v− c,0}

]
dv.

C. Competition among Ex-ante Asymmetric/Differentiated Firms

We extend our main model by introducing ex-ante asymmetry/differentiation to the n firms under

competition. Particularly, consider n consumer segments. For a consumer in segment i, her valua-

tion of firm j’s basic good is v−g(1− δij), where δii = 1 and δij = 0 for i 6= j. That is, consumers in

segment i prefers firm i than all other firms, which they value equally. Moreover, her valuation of

firm j’s personalized good is (1 +κ)v− g(1− δij). This implies that consumers’ relative preference

between any two firms remains the same whether both of them provide personalization or neither

does. Lastly, it is assumed that consumer segmentation is common knowledge at the beginning of

the game and price discrimination based on consumer segmentation is allowed in both periods.18

This assumption can be justified by allowing firms to garner consumer segmentation information

via traditional market research or loyalty programs. This segment-level information is in contrast

18 Without this assumption, the equilibrium price is either at monopoly level or only admits mixed strategies.
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with the consumer personal data we have considered so far that allows the firm to get individ-

ual consumers’ preference information (v). This assumption also implies that each firm essentially

makes separately independent decisions for each consumer segment so that we can without loss of

generality focus on just one consumer segment, i in the subsequent analysis. Given this consumer

segment fixed, n firms are ex-ante asymmetric, where firm i is more preferred than the rest of the

firms.

To connect this setup to our main models, notice that g ≥ 0 captures the degree of ex-ante

differentiation/asymmetry among firms. Our main model of monopoly corresponds to the special

case with g sufficiently high (specifically, g≥ 1+µ+σ suffices), while our main model of competition

corresponds to the special case with g= 0.

The following proposition summarizes the equilibrium under relatively low g that ensures the

market being relatively competitive.

Proposition 5. Assume 0≤ g≤min
{

c
δσ
, δs+(1+δ)c

δ(µ−1/2)

}
and define:

v∗G = min

{
c

δσ
,max

{
δ(s+ g) + (1 + δ)c

δ(µ+ 1/2)
,
δs+ (1 + δ)c

δµ

}}
,

p∗1G = min

{
1

2
, g

}
,

p∗2G = min

{
max

{
s+ g+ c

1 + 2(µ−σ)
,
v∗G
2

}
,
1

2
, g

}
,

r∗G(v) = min{(µ−σ)v− c+ p∗2G, s+ g} .

In an ex-ante differentiated market with privacy rights (under Assumption 1),

• consumers in segment i with valuation v≥ v∗G both purchase and opt in from firm i in the first

period by paying p∗1G. They continue to purchase personalized service from the same firm in the

second period by paying r∗G(v);

• consumers in segment i with valuation v∗G > v ≥ p∗1G make a purchase but opt-out of data

collection from firm i in the first period by paying p∗1G. They purchase basic service from the same

firm by paying p∗2G in the second period;
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• consumers in segment i with valuation p∗1G > v ≥ p∗2G do not make a purchase in the first

period. They purchase basic service from firm i by paying p∗2G in the second period;

• consumers with valuation v < p∗2G do not purchase in either period.

Proof. We solve the equilibrium by backward induction. In equilibrium, consumers with valuation

v≥ v∗G(pi1) purchase and opt in during the first period, where we use subscript G to denote “general

market setup”. We will verify this threshold structure below.

Second Period: Competition drives firms other than i to price both basic and personalized

good at zero. This implies firm i’s profit from a segment-i consumer is

ri(v)Pr
[
(1 +κ)v− ri(v)− c≥max

{
v− g, (1 +κ)v− g− c− s, v− pi2,0

}]
+ pi2 Pr

[
v− pi2 >max

{
v− g, (1 +κ)v− g− c− s, (1 +κ)v− ri(v)− c,0

}]
.

Similarly, one can show that firm i’s optimal personalized price is:

r∗G(v, pi2) = min
{

(µ−σ)v− c+ min
{
pi2, g, v

}
, s+ g

}
.

which incentivizes both κL and κH consumers to continue to purchase the personalized service

from him. One can verify that as g→ 0, r∗G(v, pi2)→ r∗C(v), and for g sufficiently large, r∗G(v, pi2)→

r∗M(v, pi2).

Firm i’s profit maximization problem in the second period is

max
0≤pi2≤g

∫ 1

v∗
G
(pi1)

r∗G(v, pi2)dv+ pi2 max{v∗G(p1)− p2,0} ,

where we have made the restriction that 0≤ pi2 ≤ g, because pi2 = g weakly dominates pi2 > g in terms

of the firm’s profit. In fact, if pi2 > g, consumers who opted out will choose other firms’ basic good

at zero price, and for consumers who opted in, we have r∗G(v, pi2) = r∗G(v, g) for pi2 > g. To simplify

exposition, we will focus on the case with g relatively small—to be more specific, g ≤ v∗G(p1). We

will express this restriction in terms of model primitives after we solve the equilibrium. One can

show that the optimal choice of pi2 is:

p∗2G(p1) = min

{
max

{
s+ g+ c

1 + 2(µ−σ)
,
v∗G(p1)

2

}
,
1

2
, g

}
.
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First Period: In the first period, a consumer with valuation v will make a purchase and opt in

if and only if,

v− p1− c+ δ ((1 +µ)v− r∗G(v, p∗2G(p1))− c)≥max{v− p1,0}+ δ (v− p∗2G(p1)) .

We focus on the case with g relatively small so that v∗G(p∗1G)≥ p∗1G, under which, the above inequality

can be reduced as v≥ v∗G, where

v∗G = min

{
c

δσ
,max

{
δ(s+ g) + (1 + δ)c

δ(µ+ 1/2)
,
δs+ (1 + δ)c

δµ

}}
.

Competition drives firms other than i to offer a zero price in the first period. This implies that

consumers will purchase from firm i if and only if p1 ≤ g. The firm’s profit maximization problem

in the first period is as the following:

max
g≥p1≥0

∫ 1

v∗
G

[p1 + δr∗G(v, p∗2G)]dv+ p1(v
∗
G− p1) + δp∗2G (v∗G− p∗2G) ,

which leads to the following optimal first-period price,

p∗1G = min

{
1

2
, g

}
.

Recall that in the above analysis, we have assumed that v∗G ≥ g and v∗G ≥ p∗1G. Given the expression

of p∗1G, it suffices to ensure that v∗G ≥ g, which, given the expression of v∗G, is equivalent to:

g≤min

{
c

δσ
,
δs+ (1 + δ)c

δ(µ− 1/2)

}
.

Proposition 5 implies that consumer opt-in is reduced as the firms become more ex-ante differ-

entiated, because the equilibrium first- and second-period prices are higher. Figure 14 illustrates

the market segmentation, which is very similar to that in Case C of Figure 2a except that here

there is a new segment of consumers who opt out and delay their purchase to the second period.
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v= 0 p∗2G p∗1G v∗G v= 1

No purchase
in either period

No purchase in period 1
Purchase in period 2

Opt-out in period 1
Purchase in
both periods

Opt-in in period 1
Purchase in
both periods

Figure 14 Equilibrium segmentation for ex-ante differentiated market.
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